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Abstract

Root cause analysis (RCA) of network device failures is critical to
cloud reliability. While monitoring can identify which device has
failed, diagnosing why remains a slow, manual process, increasing
the risk of recurring failures and cascading service disruptions.
Existing automated methods are inadequate: traditional methods
lack precision, while prior machine learning (ML) and large lan-
guage model (LLM) approaches are often too coarse-grained, re-
quire heavy manual configuration, or fail to produce verifiable
reasoning essential for operator trust. This paper presents AIDA,
the first system to deliver automated, fine-grained RCA of network
device failures, deployed at scale in Alibaba Cloud’s production
network. AIDA’s contributions include: (1) fine-tuning an LLM
with reinforcement learning to distill expert logic into interpretable
reasoning chains; (2) synthesizing these chains into an evolving
knowledge graph (KG) to support retrieval-augmented generation
(RAG); and (3) employing RAG-driven multi-step inference wherein
the LLM is sequentially guided by the KG to construct robust, ver-
ifiable reasoning. Deployed for over a year, AIDA has achieved
95.4% precision with interpretable output and reduced the median
RCA time from 72.6 hours to 1.6 minutes. Notably, it curtails the
90th-percentile diagnosis latency from 329.9 hours to 19.4 hours.
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Figure 1: Typical RCA workflow for network devices.

1 Introduction

Alibaba Cloud provides continuous cloud services to millions of
users globally. These services are supported by a large and grow-
ing network infrastructure, spanning tens of interconnected data
centers. At this scale, network incidents pose significant threats to
service reliability and operational efficiency. Leveraging state-of-
the-art monitoring systems [3, 13, 28, 35, 36, 44], faulty devices can
be rapidly localized and temporarily mitigated. However, this is in-
sufficient. Ensuring long-term network stability requires root cause
analysis (RCA) to accurately identify the underlying hardware or
software faults, e.g., port flapping due to optical module failures
and BGP session instability due to software bugs. It allows a cloud
provider to proactively prevent failures due to the same root cause
from recurring on other devices, avoiding cascading incidents that
simple device isolation may fail to avert.

However, performing RCA for device failures in a diverse, multi-
vendor network environment is challenging. Root cause patterns
are often vendor-proprietary and diverse, while cloud operators
typically lack such specialized expertise. Consequently, current
practice relies heavily on vendor technical support through a man-
ual, iterative process involving multiple rounds of email-based
communication (Figure 1). We define Time to RCA (TRCA) as the
interval from initial log collection to the generation of an RCA
report. Our measurements (Figure 2) show that the median TRCA
ranges from tens to hundreds of hours across devices from different
vendors. This leads to high operational costs from expert consulta-
tion and undermined network service (e.g., congestion, packet loss,
and video streaming quality degradation), as isolating faulty devices
often saturates backup links during the remediation window. More
critically, delayed diagnosis increases the risk of recurring failures
in the production network, causing significant service disruptions
and financial losses. As a large volume of interactive emails con-
tains vendor-proprietary expertise, required by this task, a natural
question arises: why not automate RCA for network device failures
by learning from historical incidents?


https://doi.org/10.1145/3789240.3829126
https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://doi.org/10.1145/3789240.3829126

SIGCOMM ’26, August 17-21, 2026, Denver, CO, USA

®10% 4 502h [ZZA RCAReport [ First Support Response
3 102 ] 90h s2h 98h 69h 105h
ey
2 10" 4 3.5h
o 1.8h
0 0.9h
E 100 4 0.5h 0.2h 0.5h
A B

Vendor

Figure 2: Median TRCA and initial vendor response time
across devices from six vendors, showing that TRCA domi-
nates failure resolution time and is the primary optimization
target of AIDA.

Existing automated approaches for incident RCA are inadequate
for practical operational needs. Traditional methods for service-level
or device-level fault localization [3, 10, 14, 18, 43] require “white-
box” system visibility, which is unavailable in our environment.
More critically, they identify which service component or device
failed, but not why the device malfunctioned, a problem we de-
fine as network device RCA. Conventional ML techniques also fall
short in three aspects: (1) they struggle to adapt to rapidly evolving
hardware and software failure types that change monthly, while fre-
quently retraining models to adapt to these changes is impractical
(Appendix C); (2) the long-tail distribution of failure types (Fig-
ure 3) makes model fine-tuning prone to overfitting; (3) log-based
anomaly detection methods [7, 11, 33, 34, 49] struggle to synthesize
heterogeneous data sources and capture complex cross-event cor-
relation (see evidence shown in Appendix D). Recently, LLMs have
been explored for reasoning over vendor-proprietary data to infer
failures and their causes in third-party devices [2, 4, 32, 36, 37, 48],
but still exhibit key limitations. They require substantial manual in-
tervention (e.g., handcrafted data collection rules), operate on lossy
summaries that omit critical diagnostic details (see Appendix D),
or fail to precisely pinpoint underlying root causes (e.g., software,
hardware, unknown cases).

To bridge this gap, we present AIDA, a practical and comprehen-
sive system for automated network device RCA in Alibaba Cloud’s
production network. It significantly reduces TRCA, by learning
from historical incidents and expert knowledge encoded in emails.
Unlike online monitoring, which detects and localizes faults in real
time, AIDA focuses on offline RCA of faulty devices that have
been localized and isolated from production, aiming to identify
specific error types and affected modules (e.g., memory, network
interface). Based on operational experience, we identify three crit-
ical requirements for such a system: high precision in conclusion,
interpretability of reasoning, and generalizability to unseen faults.
Fulfilling these requirements in practice requires addressing the
following core challenges.

Challenge 1: Complexity and heterogeneity of historical
emails. Automating RCA is hindered by the complexity and hetero-
geneity of historical diagnostic emails, our primary data source of
operational knowledge. These emails mix technical jargon, natural
language, and embedded data like logs or configuration snippets.
For an LLM to process an entry like “Socket memory error..” on
CSR-SVC-CITY1. Version check confirmed no known bugs. Diagnosed
as hardware failure, requires RMA,” it should not only parse content
but also infer the multi-step causal reasoning across diagnostic
steps. However, general-purpose LLMs typically lack sufficient net-
work domain expertise to perform RCA reliably. Some works adopt
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end-to-end LLM fine-tuning to implicitly inject domain knowl-
edge [2, 21, 32], but rely heavily on large-scale, high-quality data
and lack interpretability. Others explicitly leverage historical knowl-
edge via retrieval-augmented generation (RAG). However, they are
ineffective at extracting structural, causal relationships from inter-
active emails (Observations 1 and 2 in §2.4), which are essential for
accurate downstream LLM-based RCA.

To address these limitations, we design RCA reasoning chains,
a structured representation that captures causal relationships and
forms the basis of a knowledge graph (KG) for RAG. Extracting
such structured knowledge from large volumes of historical emails
is challenging, as it must satisfy stringent constraints such as con-
tent completeness and logical coherence (see §3.3). We therefore
combine supervised and reinforcement fine-tuning [30] to train
a specialized LLM to convert unstructured emails into structured
RCA reasoning chains, explicitly enforcing these constraints via
reward feedback while mitigating severe label scarcity (§3.3.1).
Challenge 2: Reasoning chains contain noisy, redundant, and
outdated historical information. Our production network spans
diverse devices and software versions, creating a vast and con-
tinuously evolving landscape. We observe that even when indi-
vidual reasoning chains are accurately extracted from historical
data, directly incorporating them into a KG introduces redundant
and weakly relevant nodes (Figure 8-right), degrading retrieval
efficiency and inference effectiveness.

To address these issues, we employ a SimRank-based [17] graph

consolidation approach with adaptive weights to capture structural
consistency while prioritizing high-specificity signals. By merging
semantically equivalent nodes in the reasoning chains, it transforms
case-specific insights into reusable general knowledge, reinforces
critical causal pathways, and enables the automatic derivation of
generic log regex templates [47] across cases, which help pinpoint
relevant logs during LLM inference (§3.3.2). To maintain KG fresh-
ness, we periodically remove reasoning chains associated with
deprecated devices or modules and insert new reasoning chains
extracted from recent emails.
Challenge 3: Complexity of multi-step reasoning. Even with
a condensed KG, automated RCA remains challenging at inference
time, due to scalability, reliability, and efficiency limits. First, the
massive volume of real-time logs can overwhelm chain-of-thought
(CoT)-based [40] LLM reasoning. Second, the probabilistic nature of
LLMs makes them susceptible to reasoning drift, error propagation,
and hallucinations [16]. Finally, a single incident may correspond
to multiple reasoning chains, leading to redundant validation and
complicating diagnosis synthesis.

To address this, we implement a three-stage inference process
(§3.4). First, we retrieve and filter reasoning chains by problem
descriptions, ensuring symptom coherence and avoiding misdiag-
noses from isolated log patterns. Next, we apply semantic templates
derived from these chains to prune logs to fault-relevant entries,
reducing LLM load. We then decompose analysis into lightweight
verification steps, injecting step-specific context (e.g., exemplar logs)
to narrow the LLM’s focus. Finally, we validate chain consistency
and confidence to pinpoint the most probable root cause.
Fundamental novelty and key results. AIDA’s novelty is to
transform deployment-driven domain knowledge embedded in



noisy, unstructured industrial RCA emails into a structured knowl-
edge graph, and leverage this knowledge to guide LLM reasoning
for real-time diagnosis of new incidents. AIDA has been deployed
in our production cloud for over one year, handling 846 network
device failures. It reduces median TRCA from 72.6 hours to 1.6
minutes and lowers the 90th-percentile TRCA for complex cases
from 329.9 hours to 19.4 hours. These results achieve a precision of
95.4%, providing our operators with rapid, trustworthy RCA.
This work does not raise any ethical issues.

2 Background and Motivation

Alibaba Cloud operates a large-scale global network infrastructure
supporting worldwide services. The network has grown to over
hundreds of thousands of devices across dozens of data centers
spanning tens of geographic regions, with hundreds of types of
hardware and software failures observed (see Figure 3). Failures in
network devices can trigger widespread and cascading disruptions
across regions and services. For example, Google reported that a
latent software defect in a backbone router caused high latency and
error rates for multiple Google Cloud services in the asia-southeast2
region [1] on November 16, 2024. While immediate mitigation
restores service availability, effective RCA is needed to prevent
recurrence and sustain long-term reliability. Ensuring the reliability
of this large-scale infrastructure is the primary responsibility of
our network operations team.

2.1 Network Device RCA Basics

Incident response in cloud-scale networks generally consists of two
stages: (1) rapid fault localization and temporary mitigation (e.g.,
device isolation) to restore service availability; and (2) device-level
RCA—our focus—to pinpoint the specific error type and affected
modules. Since restarts or reconfiguration often leave device faults
unresolved, accurate RCA is critical to prevent recurrence.
Delays, costs, and risks of network device RCA. However, the
current manual RCA process (Figure 1) typically involves multiple
rounds of back-and-forth communication, in which vendor experts
guide operators to run diagnostic commands, collect logs, analyze
the results, and request additional data. Figure 2 summarizes statis-
tics from the past year. This labor-intensive process, compounded
by a high alert volume, burdens operators and incurs substantial
vendor support costs. More critically, prolonged TRCA increases
the risk of catastrophic, cascading service disruptions.

2.2 Our Goal

We aim to build a system for efficient RCA in our large-scale het-
erogeneous network infrastructure, significantly reducing TRCA.
Based on our operators’ hands-on experience, such a system must
satisfy three requirements:

o High Precision: the system identifies the actual root cause with
trustworthiness.

o Interpretability: diagnostic results are explainable and indepen-
dently verifiable by operators.

o Generalizability: the system supports easy integration of new
diagnostic knowledge and methods.
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Figure 3: Growth of distinct software and hardware failure
types and the monthly share of newly types over 5-year pe-
riod (27% of failure cases involve failure types that occur
fewer than 10 times a year).

2.3 LLMs for Network Device RCA

Achieving our goal is critical yet challenging. We leverage historical
diagnostic emails, a largely untapped repository of expert knowl-
edge, as the foundation of our approach.

Why LLMs offer a new path forward? Trained with large text
corpora, large language models (LLMs) offer powerful natural lan-
guage understanding and reasoning capabilities [40, 41]. They can
process raw or semi-structured data (e.g., diagnostic reports, log
entries, and tables) without destructive parsing. By enabling holis-
tic, cross-source correlation that mirrors human operators, they
sidestep the rigid schemas and shallow reasoning that bottlenecks
traditional models.

Bridging the domain knowledge gap with RAG. Prior work [2,
21, 32] relies on fine-tuning to encode proprietary device knowl-
edge, but this approach is data-intensive, costly to adapt to new
failure types (Figure 3), and difficult for operators to verify or de-
tect hallucinations. We therefore adopt RAG [22] as a flexible and
transparent alternative. Instead of generating reasoning paths via
generic chain-of-thought (CoT) [40], AIDA retrieves pre-extracted
RCA reasoning chains from a curated KG to guide LLM inference,
grounding diagnosis in traceable, domain-specific evidence. This
design enables low-cost, incremental knowledge updates, keeping
the system accurate and adaptable to evolving devices, modules,
and failure patterns.

2.4 Key Observations

Observation 1: Data redundancy degrades the retrieval effi-
ciency of naive RAG. Historical network incidents are inherently
duplicative: distinct cases share identical evidence nodes and root
causes. This yields a long-tailed distribution (Figure 3): a small
number of common root causes (e.g., optical module failure) gen-
erates a large volume of recurring events (e.g., port flapping). The
duplication rate over retrieved cases presents a critical challenge
to RAG-based diagnostic systems [4, 37, 48], by biasing similarity-
based retrieval towards the dense common case clusters. As a result,
context saturates (Figure 4a), which marginalizes rare failure types
and impairs diagnostic efficiency, leading to diagnostic blind spots
and reduced hit rate! (Figure 4b).

Observation 2: Generic knowledge graphs (KGs) fail to cap-
ture causal semantics for RCA. As a natural solution to mitigate
data redundancy [8, 12, 29, 33, 46], generic KGs are ill-suited for
network RCA due to limitations in both their construction and

'Hit Rate @ k (HR@K) is calculated as HR@k = % Zfil I(rank; < k), where rank; is
the rank of the ground-truth item for the i-th case, and I(-) is the indicator function
(1 for a hit, 0 for a miss).



SIGCOMM ’26, August 17-21, 2026, Denver, CO, USA

’_0\ — O/ —

& 759, { — AIDA g

% Naive RAG x

T 509 4 90% 1 S

: 50% % °

= 259 - E = AIDA

%)_ ° &e,ys, = 80% 1 Naive RAG

=] I

o 0% T T T J y y
0 10 20 30 c 10 20 30

Top-K Retrieved Top-K Retrieved
(a) Higher duplication rate in (b) Lower hit rate of naive RAG due
naive RAG’s retrievals. to redundant retrievals.

Figure 4: The impact of data redundancy on naive RAG re-
trieval. (a) Naive RAG system retrieves a high rate of dupli-
cate root causes, which (b) consequently leads to a lower hit
rate of relevant root causes.
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Figure 5: Generic knowledge graphs conflate the essential
causal subgraph for RCA (left) with a large volume of noisy,
correlational facts (right), where dotted-style links are non-
causal, introducing noise into reasoning.

application. The primary issue lies in construction: treating RCA
documents as plain text, these methods mistake statistical correla-
tion for true causation. As shown in Figure 5, the resulting graph
generated by GraphRAG [8] is dominated by noisy, non-causal links
that obscure meaningful diagnostic signals. Using such a graph for
RAG, semantically noisy and structurally flat information will be
retrieved and fed to the LLM. The LLM must perform the difficult
task of inferring causal relationships from a vast amount of irrele-
vant data. These methods can tell the LLM what information might
be relevant but fail to guide it on how to reason through it, leading
to incorrect analysis.

Observation 3: Fine-tuning LLM with domain knowledge im-
proves causal coherence. Given the limitations of naive RAG and
generic KGs, we propose constructing causal KGs by extracting
and structuring reasoning chains that formalize the expert-asserted
causality already embedded in historical RCA emails. A critical
question then arises: where do these high-quality reasoning chains
come from? While prompting a general-purpose LLM can generate
such chains, our experiments (Figure 6) show that limited domain
expertise leads to poor structural quality, particularly in step granu-
larity and causal coherence, despite reasonable content (see §3.3 for
formal definitions of these metrics). In contrast, a specialized LLM
fine-tuned with our domain knowledge significantly improves both
metrics, necessitating an effective mechanism to reliably extract
structured reasoning chains from historical emails.
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Observation 4: Multi-step LLM reasoning enhances RCA per-
formance. Figure 7 shows that Structured Prompting, which aug-
ments LLM inference with retrieved structured reasoning chains?,
outperforms Raw Email Prompting, based on unstructured emails,
as structured context guides LLM’s attention to relevant attributes,
e.g., component, failure severity. However, directly applying these
reasoning chains introduces two challenges: First, their sheer length
(Figure 8-left) and data volume (Figure 8-center) can overwhelm
single-pass LLM analysis. Second, naive, chain-by-chain execution
incurs significant redundancy (Figure 8-right), due to overlapping
steps across reasoning chains. To address this, we propose Multi-
Step Reasoning, a divide-and-conquer strategy that decomposes
extracted reasoning chains into simpler, verifiable steps that incre-
mentally guide the LLM (§3.4). This reduces average token con-
sumption per case by 64.8% (from 41,723 to 14,691 tokens).

3 Design

Driven by these observations, we design AIDA, an LLM-based
system that distills unstructured diagnostic knowledge into a KG
and leverages RAG-assisted multi-step reasoning for automated
network device RCA. This section presents the core design of AIDA,
guided by our observations in §2.4.

3.1 Overview

As shown in Figure 9, AIDA operates in two phases.

Knowledge fusion. This process begins by classifying emails be-
tween vendors and network operators into different categories
(§3.2), and then using a fine-tuned LLM to extract reasoning chains
with structural constraints and label scarcity (§3.3.1). A coherent
KG is then formed using these chains through a dynamic fusion

2We perform Structured Prompting in a multi-round manner, which injects one re-
trieved reasoning chain per inference round and deciding the final result via majority
voting. It is generally preferable for long context inference, and we adopt it to enhance
our baseline RCACOPILOT in §5.



Reasoning Chain Extractor Training (§3.3.1)

Knowledge Graph Construction (§3.3.2)
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Figure 9: System architecture of AIDA.

process, with log templates generated for log filtering during online
diagnosis (§3.3.2).

Structured RCA reasoning. When a new incident occurs, AIDA
leverages the KG for automated diagnosis. First, it retrieves relevant
reasoning chains and applies the log templates to pinpoint critical
evidence in raw logs. Next, AIDA guides the LLM through a step-
by-step validation of the reasoning chain. The analysis concludes
with a diagnostic report that provides the root cause and a verifiable
evidence trail showing how the conclusion was reached (§3.4).

3.2 Preprocessing

AIDA first processes an archive of 21,482 emails and identifies
two types relevant for our KG construction: (1) Problem descrip-
tions: Initial incident reports specifying observed symptoms. (2)
RCA reports: Conclusive analyses with expert insights and pro-
prietary failure signatures. Since applying LLM to the entire corpus
is unnecessary and computationally prohibitive, AIDA instead em-
ploys a lightweight support vector machine (SVM) classifier to
efficiently filter the data. We manually labeled 5,411 emails from
981 failures®. We used Qwen’s text-embedding-v3 with SVM hy-
perparameters (kernel, penalty) optimized via grid search and 5-
fold cross-validation on failure-stratified splits of the 5,411 labeled
emails. This lightweight classifier achieved ~95% accuracy, ensur-
ing high-fidelity filtering of historical emails for downstream KG
construction. The classifier is then trained on text embeddings of
labeled emails and used to filter the corpus for the relevant emails
for KG construction. The dataset comprises thousands of unique
devices, averaging 3.7 RCA reports per device.

3.3 Knowledge Graph Construction

As general-purpose LLMs struggle to enforce domain-specific con-
straints (§2.4), the complex, unstructured classified emails (§3.2) are
fed into a tailored KG construction pipeline: (1) extracting reason-
ing chains via a specialized model fine-tuned by RL (§3.3.1) and (2)
merging semantically equivalent nodes to remove redundancy and
generate templates (§3.3.2).

3.3.1 Reasoning Chain Extraction. AIDA formalizes historical cases
into RCA reasoning chains, each of which comprises three types

3This labeling is a one-time bootstrap with negligible overhead—only 2 experts classi-
fied 5,411 emails into 3 categories in 10 person-hours.

of nodes: (1) a problem description node encoding initial incident
symptoms; (2) multiple evidence nodes, capturing atomic pairs of
diagnostic findings and their supporting log evidence; and (3) a root
cause summary node, synthesizing evidence into a conclusion.
Progressive two-stage fine-tuning. AIDA tackles the challenges
of scarce chain labels and complex domain-specific constraints in
following steps. It first bootstraps a novice extractor via super-
vised fine-tuning (SFT) on a small, high-quality corpus of expert-
annotated reasoning chains. Two experts labeled 50 reasoning
chains (~5% of corpus) in 2.5 person-hours; labels in the SFT proce-
dure are structured chains shown in Figure 10. AIDA then iteratively
groups relative policy optimization (GRPO) [30] to refine the model
into an expert, with the following reward function proposed to
capture extraction constraints.

RFT reward function design. We use a composite reward to
jointly optimize the structural fidelity and causal validity of ex-
tracted reasoning chains:

r=arc+(1-a)r, (1)

where o = 0.6 is a weight determined via empirical search to balance
the two components.

e Content completeness (rc) measures the extraction’s fidelity
to the source RCA report. For natural language components (e.g.,
symptoms, root causes), rc computes the N-gram similarity (e.g.,
ROUGE-L [23]) against the source. For log evidence associated
with evidence nodes, we enforce strict string matching to penalize
hallucinations, ensuring that extracted logs remain bit-accurate for
downstream analysis.

e Logical coherence (r) assesses the causal integrity of the rea-
soning chain. We employ a larger LLM as an automated judge to
evaluate two properties: (1) step granularity, verifying if each evi-
dence node’s finding is logically supported by its log and describes
a single, atomic event; and (2) causal coherence, checking if the
entire sequence forms a coherent causal narrative consistent with
the original report’s logic.

3.3.2 RCA Knowledge Graph Construction. We construct a unified
KG, G = (V,E), to distill reusable diagnostic knowledge from a
corpus of historical incidents 7. For each incident I; € 7, an RCA

reasoning chain, denoted as C; = (p(i), nii), ngi), el n/(cli), rc(i)), is
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agnostic states and should remain distinct causal pathways;
incorporating their divergent root causes rc) and rc(® pre-
vents this mis-merging (introducing Slgf())p(u, v) in (2)). Con-

(2) (3)
2

versely, n;”’ and n,”’ should be merged despite low similarity
across their root causes, motivating the use of a low pairwise
weight (wy, in (2)) and our adaptive weight mechanism.

extracted via our fine-tuned model (Figure 10). The chain represents
a diagnostic path from problem description p(?), through a sequence
of evidence nodes n;l), to final root cause summary node re®
(§3.3.1). We next consolidate incident-specific reasoning chains into
a unified KG that captures reusable diagnostic knowledge while
preserving alternative causal pathways.

Step 1: Context-based partitioning. To improve scalability and
accuracy, we partition incidents I into P = {Py, ..., Py} based on
metadata (e.g., vendor and product model), such that incidents in
each partition share identical attribute values. We will construct
a graph for each partition by merging incident-specific reason-
ing chains within the partition in the following step, preventing
erroneous merges across different vendors and device types.

Step 2: Structure-aware merging of evidence and root-cause
nodes. We then merge semantically equivalent nodes within each
partition. As shown in Figure 10, relying solely on embedding-based
similarity is insufficient as it fails to capture semantic nuance and
ignores relational context. We therefore define node equivalence
using content similarity and relational consistency. Specifically, we
model evidence and root-cause nodes as a bipartite graph and iter-
atively refine the same-type node similarity S(u,v) for each node
pair (u,v), inspired by SimRank [17]:

SUD (1,0) = (1= W) - Seont(10) +Wuo - S (w,0), (2)

where the final score combines the initial content similarity (Scont)

and the structurally propagated similarity (S}gfgp). This mechanism
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has two key components: (1) Propagated similarity (S}gﬁgp) (de-
tailed in Appendix A.2.1): Based on the principle that “two nodes
are similar if their neighbors are similar,” we iteratively propagate
similarity across the connected nodes, capturing the relational con-
text in the bipartite graph. (2) Adaptive weight (wy,,): This weight
gauges a node’s diagnostic specificity, using evidence-root-cause
associations captured by similarity scores in the KG. For discrimi-
native evidence (e.g., “MCE failure”), it prioritizes structural refine-
ment (Sprop). For ubiquitous states (e.g., “resource normal”), that are
weakly connected to root causes, a smaller wy,, increases the impact
of content similarity (Scont). Specifically, let Wy, and Wy denote
the adaptive weight matrix for root-cause and evidence-node pairs,
respectively. Formally, for a root cause pair (rc;, rc;), the element
(Wre)ij, corresponding to wre, re;, is:

(Wi = min(,/ff(rci) 5(re)), Am) , )

where Ay is a clipping hyperparameter and &(u) quantifies the
node’s specificity with its derivation provided in Appendix A.2.2.
For evidence-node pairs, the matrix Wey is defined analogously.
Intuition. The geometric mean in Eq. (3) ensures that relational
influence is amplified only when both nodes are specific.

After () (u, v) converges, we perform agglomerative clustering
on evidence and root cause nodes separately to consolidate them
into canonical entities. In parallel, problem description nodes (p(i))
are clustered using content similarity only, forming canonical entry
points for the KG’s reasoning chains and targets for matching
incoming queries.

Step 3: Semantic-aware log regex template generation. Exist-
ing log template generation methods distinguish constants from
variables (e.g., Drain [15], Spell [5], LILAC [20]), but often mask vari-
able fields containing failure-specific patterns, producing generic
templates that match both normal and anomalous logs, thereby de-
grading retrieval accuracy. Moreover, they cannot prioritize critical
logs capturing failure symptoms. We address this as follows. (1)
We measure the cosine similarity between each word embedding
in the logs and the evidence node’s symptom embedding using
Qwen’s text-embedding-v3, selecting the top-N log lines (N = 2
in Figure 11; empirically N € [1, 3] suffices). (2) We construct log
regex templates by selecting KG-prevalent and symptom-aligned
words (e.g., “Last”, “Failure” in Figure 11). Each word is character-
ized by its prevalence (frequency in the KG) and its similarity to the
symptom sequence. We first discard words with similarity below 0.5
and group the remaining words by frequency. The groups are then
processed in descending frequency order, and all words in a group
are added to the template until the preset template size (typically 4)
is nearly reached. For the final group whose inclusion would exceed
the template size, words are ranked by descending similarity, and
only the required number of highest-similarity words are selected.

3.4 Structured RCA Reasoning

Direct LLM-based RCA is limited by scalability (log volumes ex-
ceed context limits) and veracity (unguided hallucinations). AIDA
addresses both with a three-stage inference pipeline.

Reasoning chain retrieval. Our design builds on the insight
that similar problem descriptions often share diagnostic logic. For a
new incident, AIDA performs a semantic search on the KG using



. Symptom Check MCE; status is abnormal.
Evidence Node DIIE

12) Mce.
Error codel -==-==-c--=----- > DIAG TEST SUCCESS
Symptom/Failure Logs Last test failure time ----> Feb 21 62:10:67
Indicating Log Consecutive failure count--> @
Last failure reason ------- > Failure
l Next Execution time ------- > Feb 21 06:10:07
<*> Mce.

Semantic-Aware
Regex Template Templates
(*): Dynamic Wildcard
(Regex)

Last failure reason <*> Failure

Figure 11: An example of semantic-aware log template gen-
eration.

Raw Logs Log Segments

Mce. Mce.

Consecutive failure count->@ Consecutive failure count->@

Last failure reason------- >Failure | Round1 Last failure reason------- >Failure
AsicMemory. BootFlash.

Consecutive failure count->@ Consecutive failure count->5

Last failure reason------- >No Last failure reason------- >Failure
BootFlash. . Round 2

200 5 3 Mce.

Consecutive failure count->5 . .

Last failure reason------- >Failure Consecutive failure count->@

0 Last failure reason------- >Failure

Figure 12: An example of AIDA’s two-round filtering. Round
1 uses a single template “Last failure reason <*> Failure” to
extract the Mce and BootFlash segments; Round 2 combines
it with “Mce .” to isolate the target.

Chain Validation

Multi-step Reasoning and Summarization

© {p1, 7y, 7, 7C1}
© (P, ia, i3, 1}

Figure 13: Example of AIDA’s structural reasoning process:
step-wise validation (V') using retrieved reasoning chains,
root cause ranking, and RCA report generation.

the problem description as a query, which first filters by vendor,
OS, and hardware type (e.g., modules or fabrics) to ensure knowl-
edge applicability on a new failure and then retrieves the top-K
most relevant reasoning chains as candidate diagnostic hypotheses,
Ceand = {C1,Ca, ..., Ck }.
Trace generation and multi-step reasoning. For each Cy, AIDA
attempts to construct a corresponding reasoning trace, an incident-
specific instantiation of Cy. supported by newly-collected logs. This
is achieved by validating each evidence node in Cy. via a two-round
filtering method, illustrated in Figure 12.
e Round 1: AIDA prunes irrelevant logs that do not satisfy the
OR-combined log regexes of the node*.
e Round 2: To match the multi-line (e.g., N = 2 in Figure 11)
template pattern, AIDA further prunes the logs that fail to pass the
AND-combined log regexes of the node.

Evidence nodes with no matched logs after the above filtering
steps are rejected.
Node validation. For each surviving evidence node, e.g., 71 in
Figure 13, AIDA prompts the LLM to verify whether the extracted

4Unified regexes accelerate matching via automaton-level optimization.
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Figure 14: One-year production performance and workload
of AIDA.

logs (1) factually support the node’s symptom description (e.g.,
“BGP session flaps”) and (2) align with historical log samples. Nodes
failing either check are rejected, which leads to the invalidation of
the entire trace, ensuring local consistency within each node.
Holistic chain validation and confidence-based ranking. A
subset of the initial K candidates that successfully pass the step-
wise validation then undergo a final chain validation to ensure
end-to-end coherence. This check ensures that all logs in a trace
originate from the same device module (logical consistency) and
produces the set of validated reasoning traces, 7y,). Next, AIDA
assigns a confidence score y(T;)° to each trace T; € Tyy:

ki . .
y(T) = Rel(Cy) [ [conf(n{”1e") (4)
———v j:1
Chain Reliability

LLM-inferred Evidence Confidence
Here, Rel(C;) is computed from historical incident frequency, and

Conf(ny) |l’;i)) denotes the node-specific confidence that log evi-

dence {’;l) factually supports the corresponding hypothesis of evi-
dence n'?), with its formal formulation provided in Appendix B.4.
This directly penalizes conclusions built on hallucinated evidence.
Since multiple, distinct reasoning traces may point to the same
root cause, AIDA aggregates their scores into an overall confidence
['(rcq) viaT(req) =1 - [lr,e7,(1 = y(T3)), where 7, contains all
validated traces for root cause rc,. Finally, AIDA selects the root
cause with the highest aggregated score (rc = arg max I'(rc,)) and
prompts the LLM to synthesize a concise RCA report.

4 Deployment Experience

AIDA has been deployed in Alibaba Cloud for over a year, serving
as an automated post-incident RCA engine. Integrated into the
operational workflow, it is triggered after a monitoring system
localizes a fault to a specific device. Upon receiving the device’s
logs and an initial alert, AIDA autonomously performs RCA. To
date, it has processed 846 failure cases, handling an average of 101
cases per month since full deployment. To support operator trust
and interpretability, AIDA generates comprehensive RCA reports
augmented with key log snippets as evidence, citations to historical
cases with similar reasoning chains from its knowledge graph, and
confidence scores for its diagnosis.

4.1 Performance in Production

RCA accuracy and precision. We evaluate AIDA using two met-
rics. Accuracy is the fraction of all cases where AIDA provides the
correct root cause. Precision is computed only over cases where

Formal derivations of y (T;) are shown in Appendix B.
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Figure 15: Time to RCA (TRCA) of AIDA in production.
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Figure 17: End-to-end latency breakdown of AIDA.

AIDA provides a diagnosis and measures the fraction of those di-
agnoses that are correct. As shown in Figure 14, AIDA achieves
consistently high precision, averaging 95.4% over the full deploy-
ment period. Its accuracy is lower due to a conservative design that
prioritizes operator trust: AIDA provides a diagnosis only when
there is high-confidence evidence, since an incorrect diagnosis is
often more harmful than providing none at all. Nevertheless, its
accuracy improved over time, rising from 70.2% during the initial de-
ployment to 85.4% in the full deployment phase. This demonstrates
AIDA’s ability to learn and expand its coverage while remaining
trustworthy.

Handling new incidents. AIDA can also handle previously un-
seen cases with a precision of 75.3%. When confidence is insufficient,
such as for novel error types or failures involving new devices or
modules, AIDA abstains and reports the case as out of scope, rather
than producing an unreliable diagnosis. Consistent with operator
preferences, such cases are seamlessly handed off for manual analy-
sis. AIDA generalizes to unseen device models by leveraging shared
causal mechanisms across related series. Despite log variances, it
applies consistent symptom-level causal reasoning to perform RCA.
However, AIDA remains limited when failures arise from entirely
novel causal mechanisms specific to new hardware or OS absent
from its KG or LLM’s knowledge.

End-to-end RCA latency. AIDA has significantly reduced the me-
dian Time to RCA (TRCA) from 72.6 hours to 1.6 minutes (Figure 15)
with increasing rollout. Here, rollout rate denotes the percentage
of device failure categories handled by AIDA. The speedup is even
more pronounced for complex cases, cutting the 90th percentile for
long-tail incidents from 329.9 hours (nearly 14 days) to 19.4 hours.
A shadow evaluation performed by human operators running in
parallel with AIDA confirms this speedup (Figure 16). Comparing
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manual RCA distribution (top blue in Figure 16) with the incidents
requiring manual fallback after AIDA (bottom orange) reveals that
AIDA successfully automates cases across the entire spectrum of
RCA difficulty, including many incidents that would otherwise re-
quire hours or even days of manual investigation. While the manual
process exhibits a wide, long-tailed distribution spanning hours
to days, AIDA resolves the vast majority of incidents (green) in
minutes. The small fraction of unresolved cases (orange) requir-
ing manual fallback underscores its effectiveness in automating
the bulk of the RCA workload, thus reserving operator expertise
for the most complex exceptions. This reduction in TRCA is also
supported by AIDA’s efficient pipeline (Figure 17). The initial Log
Filtering stage based on regex-based semantic templates completes
within 12 seconds at the 90th percentile. Multi-step Reasoning and
the stage of Chain Validation and Summarization incur the largest
latency but remain fast, with 90th-percentile latencies of 18.3 and
22.0 seconds, respectively, due to our parallelized design. Together,
they yield an average core analysis time of 37.4 seconds and a 90th
percentile of 54.4 seconds, ensuring that AIDA’s computation is
never a bottleneck.

4.2 Case Study

We present three representative cases illustrating software, hard-
ware, and unknown root causes. We focus on how AIDA validates
reasoning-chain evidence against device logs. In the following cases,
each figure demonstrates the step-by-step workflow of AIDA, from
the initial problem description to the final RCA conclusion, focusing
on how reasoning chains are validated against device logs.

Root cause in software. In this case, AIDA identified the root
cause of a virtual service failure as a documented software bug.
Triggered by a process-level memory alert “"cgroup out of mem-
ory", AIDA searched the KG for similar symptoms and retrieved a
relevant chain, involving three nodes: (A) service reactivated, (B)
memory state recovered and (C) no core dump file. It then validated
these symptoms by matching extracted logs against node-specific
symptoms and log exemplars. By confirming that the logs sub-
stantiated all chain conditions, AIDA pinpointed the documented
software bug linked to the chain as the root cause.

Problem description
12:01:01 Memory cgroup OOM: Kill process 15255 (libvirt_lxc)

—

Evidence node B

Evidence node A
Virtual service shutting off and subsequent Memory healthy, sufficient free memory. || No core configuration file
reactivation. found.

Log Templates Log Templates Log Templates
state<*>Shut Off Memory usage<*> VDC Module<*>
Successfully activated<*>

Evidence node C

Filtered Logs A Filtered Logs B
12:01:01 Memory cgroup OOM: Kill process 15255 (lbvirt_xc) | | Load average: 1min: 0.64 §min: 0.47
12:01:01 Killed process 15257 (systemd) Processes: 664 total

Failure: CPU states: 3.24% user, 1.87% kernel, 94.88% dle
Memory usage: 32GB total, 6.7GB used, 26GB free
Current memory status: OK

Filtered Logs C

VDC Module Instance PID Date

12:01:16 guestshell.ova package ‘Cisco signed'

12:01:35 Successfully activated guestshell+ (oERED

@ validated Il @ validated Il @ validated |

L] L 4

RCA Conclusion

The *guestshell® process was terminated by an OOM event, causing failure and
auto-restart... Overall memory was healthy...

Root cause: known BUG (CSCvs1234)... Issue resolved by resetting " guestshell".

Figure 18: Case 1: root cause in software.

Case 1. Figure 18 shows a software-bug diagnosis triggered by a
“Memory cgroup out of memory” alert. AIDA retrieves a reasoning
chain with three evidence nodes (A, B, C) and validates each using
its log template and filtered logs. Node C illustrates a non-trivial



negative check: with a fixed log window, the regex template extracts
diagnostic command output, allowing the LLM to interpret “No
current core files” as evidence that no core dump was generated.
Since all nodes are validated, AIDA confirms the chain and identifies
the known software bug and its resolution.

Root cause in hardware. In this case, a device entered read-only
mode, triggering multiple alerts such as: “journal commit I/0
error”. AIDA queried KG for similar symptoms and retrieved a
relevant chain with two nodes: 1) “BootFlash model is Micron_
5100_MTFD” and 2) “BootFlash self-test failed”. It then exam-
ined the extracted log segments, and confirmed that the BootFlash
model on the device was indeed Micron_5100_MTFD and its self-
test had failed. As the chain was linked to a BootFlash hardware
failure in the KG, AIDA concluded that it was indeed the root cause,
prompting module replacement to operators.

SIGCOMM °26, August 17-21, 2026, Denver, CO, USA

that AIDA reliably avoids drawing false conclusions from partial
evidence.

Problem description
Physical interface: et-0/0/0:1, Enabled, Physical link is Down

/\

Evidence node G
CBR port remains up during this period

Evidence node F
BFD status returned to UP after port isolation

rollback Log Templates

Link- Level<*>LAN-PHY<*>BDPU
Log Templates

discriminator<*>new state<*>up

Filtered Logs G
Physical interface et-0/0/0:1: enabled, link down...
Filtered Logs F Link-level: Ethernet, LAN-PHY, 10Gbps, no BPDU/other

22:53:22 BGP peer 100.0.0.1 ... state from OpenConfirm to errors...

Established ... Physical interface et-0/0/0:2: enabled, link down...
22:53:22 local discriminator: 45, new state: up, interface: et- Link-level: Ethernet, LAN-PHY, 10Gbps, no BPDU/other
0/0/35.0, peer addr: 100.0.0.2 ... errors...

22:53:22 Login failed for user 'xnetadmin’ from host '100.0.0.3'...

[ @ validated || © Rejected

| 3

Physical interface et-0/0/0:3: enabled, link down...

Problem description

21:33:40 journal commit I/0 error - kernel
21:33:451/0 error, dev sda, sector 1083910 21:33:45 Abort journal on sda2
21:33:45 Buffer I/0 error on sda2 21:33:40 EXT4-fs error on sda7

/ \

Evidence node E
BootFlash self-test failed.

Log Templates
Error<*>FAIL<*>Failure

21:33:45 JBD2: Error updating journal superblock

Evidence node D
Confirm bootflash model: Micron_5100_MTFD.

Log Templates
show hardware internal bootflash model

Filtered Logs E

6) BootFlash F
EITOr COde ——-rmmememeemens > DIAG TEST FAIL(Failure)
Last test execution ti 08:19
First test failure time
Last test pass time -
Total failure count -
Consecutive failure count -> 2
Last failure reason --------> Failure
Next Execution time - 22:38:19

Filtered Logs D

CSR-SVC-CITY1# show hardware internal bootflash model
ATA
Micron_5100_MTFD

[ @ validated [ @ validated |

| 3

RCA Conclusion
Device encountered error logs and entered read-only mode... BootFlash self-test failed...
Storage model: Micron_5100_MTFD...

'g' Root cause: known bug (CSCvs5678)...
Recommended action: reboot device and upgrade to fixed version... If reboot is not possible,
please provide RMA details...

Figure 19: Case 2: Root cause in hardware.

Case 2. Figure 19 shows a hardware-failure diagnosis from I/O-error
alerts. The retrieved chain verifies the BootFlash model and self-test
status. For node D, the filtered logs confirm the “Micron_5100_MTFD”
model; for node E, regex filtering with a fixed log window captures
a table-like diagnostic snippet with failure counts and timestamps,
avoiding a premature judgment from a single “DIAG TEST FAIL”
line. With both nodes validated, AIDA confirms the chain, pinpoints
the hardware issue, and recommends replacement.

Handling unknown root causes. Not all failures can be matched
to existing knowledge. In one incident, BGP sessions malfunctioned
due to an unknown software bug (root cause not in the KG when
we processed it). When queried with the monitor alert “Physical
interface: et-0/0/0:1, Enabled, Physical link is Down”,
AIDA retrieved a reasoning chain with two evidence nodes: F ver-
ifying “session status goes up after port isolation” and
G verifying “CBR port remains up”. After examining the filtered
log, AIDA found that the session went up after port isolation, but
the CBR port went down, contradicting the expected pattern from
node G. Therefore, holistic validation rejected this reasoning chain
(and other chains for similar reasons). The unresolved issue was
handed to the vendor expert for further investigation. This shows

Analysis Report

Device logs show that several interfaces (et-0/0/0:1, et-0/0/0:2, et-0/0/0:3) were in a "Down"
.B. state during the incident, which is inconsistent with previous guidance indicating that CBR

ports remained up...

Conclusion: Insufficient information to determine the root cause...

Figure 20: Case 3: Handling unknown root causes.

Case 3. Figure 20 demonstrates how AIDA avoids misdiagnosis
when faced with a novel issue. Given a “Physical link is Down”
alert, AIDA tests a candidate reasoning chain with two nodes (F, G).
The figure shows that while the log evidence validates node F (BFD
status recovery), it contradicts the symptom described in node G
(CBR port status up). The LLM thus rejects node G, leading to the
invalidation of the entire reasoning chain. Consequently, instead of
a wrong conclusion, AIDA produces an analysis report indicating
that the root cause is indeterminate with existing knowledge, and
hand over the issue to vendor expert for manual investigation.

5 Performance Evaluation

We first compare AIDA with state-of-the-art approaches to assess
its core design (§5.1) and evaluate LLM backbones. We then con-
duct ablation studies to quantify the contribution of each major
component (§5.2), followed by microbenchmarks analyzing indi-
vidual components, including model reliability, KG quality, and log
filtering efficiency (§5.3).

Experiment setup. Our evaluation is based on a dataset of 180 real-
world, non-trivial failures from our production network, collected
over the past year. Each case includes raw device logs and associated
diagnostic emails. We run AIDA and all baselines on a server with an
Intel Xeon Platinum 8369B CPU and 32 GB RAM. We fine-tune the
LLM to extract reasoning chains on a machine with eight NVIDIA
A100 GPUs (80 GB VRAM each).

Models. We fine-tune Qwen2.5-7B-Instruct for reasoning chain
extraction (§3.3) [27]. The more powerful Qwen3-Max serves as
both the reward-scoring model during fine-tuning and our primary
end-to-end inference model (§3.4). We use text-embedding-v3 for
all embedding tasks, including email classification, KG semantic
retrieval, and semantic-aware log-template generation. We evaluate
AIDA against other leading LLMs in §5.1.

5.1 Algorithm Evaluation

Baselines. We compare AIDA with three representative RAG-based
baselines. For all methods, a hyperparameter K controls the amount
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Table 1: Accuracy (%) and Precision (%) of AIDA and baselines across different backbone LLMs. AIDA consistently outperforms
all baselines, which show only marginal gains from model scaling. Aj.. and Ape. denote the absolute gains of AIDA over the

best-performing baseline in percentage points (pp).

Accuracy (%, T)

Precision (%, T)

Model Size

AIDA RCACopriLor RCACoriLoT+ LIGHTRAG Ap.. AIDA RCACoriLor RCACorPiLOT+ LIGHTRAG Appec
Qwen3 8B 83.1 64.0 72.5 75.4 +7.7 933 68.2 76.2 75.9 +17.1
Qwen2.5 72B 84.9 61.7 73.1 76.0 +8.9 959 71.2 83.6 84.5 +11.4
GLM-4.7 358B  82.6 64.4 73.7 67.4 +8.9 932 71.9 82.6 88.4 +4.8
DeepSeek-V3.2  685B 82.4 64.9 69.6 76.0 +6.4 95.0 71.8 70.2 84.0 +11.0
GPT-5.2 - 80.0 66.7 68.6 71.9 +8.1 950 78.2 81.8 91.5 +3.5
Qwen3-Max 1T 83.7 62.8 74.3 76.0 +7.7  96.6 75.3 78.1 85.6 +11.0
Average 82.8 64.1 72.0 73.8 +8.0 948 73.8 78.8 85.0 +9.8
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Figure 21: AIDA outperforms baselines both in accuracy and
precision.

of retrieved context, representing the number of historical RCA
emails for RAG baselines and the number of retrieved reasoning
chains for AIDA.

o RCACopr1LoT [4]: A standard RAG-based RCA system that, for a
new incident, retrieves the top-K most relevant historical emails,
each associated to a distinct error type, concatenates them with a
summarized log into a single context, and prompts the LLM to infer
the root causes.

® RCACor1LoT+: An extension of RCACoprILOT that mitigates long-
context limitations and does not require the top-K retrieved doc-
uments to correspond to distinct error types. It queries the LLM
separately for each retrieved document and determines the final
result via majority voting, representing the multi-query RAG para-
digm in recent RCA studies [26, 50].

o LIGHTRAG [12]: A lightweight approach that improves GraphRAG [8]

in graph construction efficiency and retrieval quality. It serves as
a representative generic graph retrieval 8, 32], in contrast to our
domain-specific KG design.

Effectiveness and stability. Figure 21 evaluates performance as
K varies, demonstrating AIDA’s superior accuracy and precision
as well as its remarkable stability.

o Accuracy. AIDA consistently achieves ~83% accuracy, whereas
RCACoriLoT’s quickly plateaus. First, it suffers from long-context
distraction [24], where concatenated emails overwhelm the LLM’s
attention and obscure fine-grained diagnostic cues. Second, it re-
trieves only one historical email for one error type while a single
root cause can have diverse diagnostic paths, thereby failing to
provide a relevant template for the current incident. While RCA-
CoriLoT+ (via multi-query) and LIGHTRAG (via better retrieval)
mitigate some of these issues, they remain fundamentally limited

by shallow reasoning over unstructured historical data rather than
structured causal knowledge encoded in reasoning chains.

e Precision. High precision is critical in RCA to avoid misleading op-
erators. AIDA achieves over 96% precision, whereas RCACOPILOT’S
precision drops sharply as K increases. This is because it requires
retrieved emails to cover distinct error types, causing excessive con-
text and diverse error semantics to obscure the diagnostic results.
RCACoriLoT+ addresses these issues, but its noisy intermediate
diagnoses are still amplified during aggregation. LIGHTRAG’s pre-
cision is also volatile. At small K, its generic entity graph with
non-causal links results in irrelevant retrieved emails that miss the
correct root cause; at larger K, the retrieved emails are more likely
to cover correct root cause, but reasoning quality remains limited
because the LLM still operates on unstructured raw emails.
Finding 1: AIDA supplies LLMs with structured reasoning chains
that encode generalizable diagnostic knowledge, shifting them
from interpreting noisy historical emails to reasoning over reusable
causal patterns, thereby achieving higher accuracy, precision, and
stability than existing RAG-based baselines.

Advantages across LLMs. Table 1 shows that AIDA consistently
improves performance across different LLMs, improving accuracy
by 8.0 pp and precision by 9.8 pp on average over the strongest
baseline. Across all baselines, scaling up the LLM yields only mar-
ginal gains, indicating that the performance is constrained more
retrieved knowledge rather than model size, as general-purpose
LLMs struggle to distinguish critical causal signals from noise in
unstructured RCA emails. AIDA alleviates the bottleneck by encod-
ing expert diagnostic logic into structured reasoning chains and
multi-step inference, significantly boosting precision (§5.2). As a
result, AIDA enables smaller models to remain competitive: AIDA
with an 8B model is more accurate than LIGHTRAG with a 72B
model (83.1% vs. 76.0%); the precision of the baselines drops with
8B models (e.g., RCACorPiLOT+ drops from 83.6% to 76.2%) while
AIDA remains high precision at 93.3%.

Finding 2: AIDA’s architectural benefits are independent of the
LLM backbone. It enables even smaller, efficient models to deliver
reliable RCA performance.

5.2 Ablation Study

We then evaluate the contributions of each component.
Impact of knowledge fusion strategy (§3.3.2). We compare
AIDA’s node-merging strategy against two variants in Figure 22.
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Figure 23: Performance contribution of structure-aware node
merging and our inference strategy.

Content-Only relies solely on content embedding similarity and
suffers from high merging errors as it fails to distinguish nuanced
semantic differences, ultimately corrupting diagnostic causal paths.
SimRank leverages causal relations and neighborhood informa-
tion to resolve ambiguities and greatly reduce mismerges. Our full
method further uses adaptive weighting to amplify diagnostically
specific signals, achieving near-zero merging errors and low redun-
dancy. As shown in Figure 23a, this superior KG improves RCA
precision from 93.9% to 96.6% by preserving the structural integrity
of reasoning chains.

Impact of inference strategy (§3.4). Compared with AIDA, the
baseline w/o Multi-step Reasoning (MR) feeds the entire reasoning
chain and all logs into the LLM at once, decreasing precision by
3.9% (Figure 23b). This degradation is caused by information over-
load: monolithic prompts cause the model to overlook subtle log
constraints and critical evidence, leading to incorrect root cause
conclusions In contrast, AIDA adopts MR to decompose the task
into focused sub-steps with targeted log subsets, reducing informa-
tion density to ensure key diagnostic signals and model reliability.

5.3 Microbenchmarks

Training time and performance stability (§3.3.1). AIDA uti-
lizes RLF to fine-tune an LLM for reasoning-chain extraction. This
process completes in 8.3 hours using four months of historical RCA
emails, facilitating seamless retraining as new data becomes avail-
able. Over one year, the evaluation reveals no performance degrada-
tion, confirming the model’s long-term reliability (Figure 24). This
sustained performance supports our core insight: decoupling diag-
nostic structure from specific technical content. By internalizing
the underlying logic of expert investigations rather than memo-
rizing the myriad and ever-evolving technical details, the model
maintains a high-fidelity reasoning chain extraction even as the
underlying network environment evolves.

Knowledge fusion performance (§3.3.2). For a batch of 100
RCA emails, the end-to-end pipeline takes 5.86 minutes on average:
reasoning-chain extraction takes 1.01 minutes, LLM-driven RCA
KG construction takes 4.16 minutes (71% of the total), and log-
template generation takes 0.69 minutes. This process significantly
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Figure 25: AIDA’s log filtering reduces log volume 45.6x with
minimal reduction (< 3.5%) on evidence logs recall.

reduces the total number of KG nodes by 62.7% (from 2,367 to 882),
with reductions for individual node types ranging from 51% to 73%,
yielding a compact graph with 1,272 edges. This curated graph
forms the foundation for high-precision inference, which in turn
delivers the consistent RCA accuracy to earn operator trust.

Log filtering performance (§3.4). We evaluate our two-round log
filtering method using (1) the number of log lines fed into LLM and
(2) the recall of evidence logs®. We compare AIDA with Drain [15], a
representative log template mining method. As shown in Figure 25a,
the baseline averages 16,729.4 lines per case, often exceeding LLM
context limits due to normal operational noise. In contrast, our
semantic-aware multi-template matching reduces log volume to
2,702.7 lines after the first stage (6.1X reduction) and to 367.7 lines
after the second (45.6%). By further partitioning logs by evidence
nodes, AIDA presents only 32.2 lines per LLM call. Moreover, this
drastic reduction preserves diagnostic information. As shown in
Figure 25b, AIDA maintains a 64.9% recall, only 3.4% lower than
the baseline 68.3%". These results show that AIDA achieves order-
of-magnitude log compression with negligible impact on evidence
retention.

6 Lessons and discussion

Ensuring objective and comprehensive RCA. While designed to
accelerate RCA, AIDA also helps to mitigate human cognitive biases.
Investigators often focus on preconceived hypotheses (e.g., familiar
or recently seen root causes) and seek confirmatory evidence rather
than systematically evaluating alternatives. In contrast, AIDA maps
symptoms to potential root causes and evaluates all of them against
evidence comprehensively to produce more objective results.

®Namely, proportion of ground truth RCA logs retained after filtering.
7Some evidence logs in the test set may not appear in the training set used to construct
KG, so recall cannot always reach 100%.
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Enhancing matching on descriptions increases RCA preci-
sion. Our deployments demonstrate that symptom-indicated con-
text, such as temporal trends and trigger conditions of failures,
plays a critical role in mitigating misdiagnosis, as these contexts
may define severity and causal propagation. For instance, the di-
agnostic interpretation of the same log evidence “<*> BGP Hold
Timer Expired” differs based on the symptoms: “BGP session
lost immediately after Route Injection” implies a BGP-
update-triggered software bug within the route policy, whereas
“Infrequent BGP Down” points to underlay instability independent
of BGP update operations. Therefore, AIDA adopts symptom-based
retrieval and a validation method capturing symptom coherence,
leading to increased RCA precision.

Log severity, frequency, and temporal concentration are im-
portant signals for precise RCA. Our deployment experience
reveals that disparate root causes can manifest through nearly
identical log signatures, with distinction only in granular details,
including counter magnitudes, error frequency, and temporal con-
centration of logs. For instance, the log template “tx errors since
last run TXErr=<#>” may indicate either a negligible transient
error or a critical transceiver hardware failure, depending on the
reported numerical value’s magnitude after “TXErr=". Driven by
this RCA characteristic, we leverage LLMs with prompts augment-
ing these signals to interpret quantitative and temporal nuances,
accurately resolving disparate root causes.

Continuous device monitoring for comprehensive RCA. Cur-
rently, AIDA performs RCA as a one-shot process by retrieving logs
at the time of failure and conducting RCA based on that snapshot.
However, accurate diagnosis often requires continuous monitor-
ing of device status beyond the failure event, taking into account
the state evolvement of the device. For example, a single restart
from the device may indicate a software bug, whereas repeated
restarts over time suggest an underlying hardware issue. Without
ongoing observation, AIDA may misclassify hardware problems as
software issues due to limited temporal context analysis. We leave
incorporating continuous monitoring as future work.
Quality-centric KG construction improves RCA precision.
We initially prioritized data quantity to maximize root cause type
coverage. However, we found that 6.3% of our diagnostic records—
primarily RCA misclassifications, unexplained claims, or unsub-
stantiated conclusions, accounted for most of AIDA’s false positive
diagnosis. When incorporated into the KG, they created erroneous
associations between evidence logs and root causes. To address this,
we integrated an LLM-based filtering agent into our pre-processing
pipeline to exclude records lacking sufficient evidence or expla-
nation. This shift toward a quality-centric approach significantly
improved KG quality and reduced misdiagnosis.

7 Related Work

System-level fault localization. Various works focus on local-
izing faults in distributed cloud services and datacenter networks.
Some approaches leverage graph models to infer fault causality. For
instance, Murphy [14], Flock [13], and Sage [10] employ service de-
pendency graphs and probabilistic models to trace anomalies back
to faulty microservices or network components. Other works, such
as Zeno [43] and Explainlt [18] perform deeper causal reasoning
by building temporal causal graphs from system traces. In parallel,
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network-oriented approaches [3, 28, 35, 38] leverage network mea-
surements and statistical analysis to pinpoint problematic links or
devices. Unlike these works, which primarily rely on performance
metrics or predefined system dependencies, AIDA identifies fun-
damental root causes within physical hardware by semantically
understanding device logs.

Automatic fault mitigation and recovery. Complementary to
localization, efforts have also been made in automated mitigation
to rapidly restore service. SWARM [25], CorrOpt [51], and Net-
Pilot [42] aim to recommend, rank, or apply immediate recovery
actions, such as rerouting traffic or disabling faulty links, to quickly
restore service performance. Others recommend troubleshooting
guides [19, 31], leveraging natural language processing to match
incidents with documented solutions. While these works prioritize
rapid mitigation, AIDA aims to precisely analyze root causes and
ensure the long-term health of the network.

LLMs for network device RCA. Recent efforts have explored
the application of LLMs to automate network fault management,
primarily by building systems for active diagnosis [2, 4, 21, 26, 32,
36, 39, 45, 48]. For example, Ahmed et al. [2] fine-tune GPT models
for RCA using only incident titles and summaries. RAG-based in-
ference, such as RCACoriLOT [4], collect diagnostic data based on
human-defined rules and retrieve historical diagnostic summaries
to guide the model’s analysis. Tool-using agents like RCAgent [39]
empower LLMs to orchestrate and utilize external tools for complex
cloud incident analysis. Complementary work enhances diagnostic
utility and interpretability. Oasis [21] automates post-incident sum-
marization and outage impact assessment to accelerate operator
comprehension. LM-Pace [45] introduces a confidence estimation
method to evaluate the trustworthiness of RCA outputs generated
by LLMs. However, these approaches often produce coarse-grained
or unverifiable reasoning, lacking the diagnostic precision and in-
terpretability essential for production use.

8 Conclusion

We introduce AIDA, the first LLM-based system for automated,
fine-grained, and interpretable RCA of network device failures in
production networks. AIDA encodes vendor-proprietary diagnostic
knowledge as structured reasoning chains, extracted from histor-
ical emails via supervised and reinforcement fine-tuning for KG
construction. A multi-stage LLM inference pipeline, empowered
by RAG, enables efficient log filtering and multi-step reasoning.
Deployed in production for over one year, AIDA demonstrates ac-
curate root cause identification and significant TRCA reduction,
while providing interpretable reasoning that aligns with operator
workflows and fosters trust in automated diagnosis.
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APPENDIX

Appendices are supporting material that has not been peer-reviewed.

A Details of Graph-based Similarity Refinement

This appendix provides the formal mathematical details for the
graph-based similarity refinement process described in Step 2 of
§3.3.2. Our goal is to iteratively refine node similarity by balancing
static content similarity with relational consistency derived from
the graph structure, formalizing the intuition that node equivalence
requires both semantic similarity and relational consistency.

A.1 Graph Representation and Notation

For each incident partition P, € P, we construct a bipartite graph
By = (Vie U Vey, E), where Vi is the set of root cause nodes and
Vev is the set of evidence nodes. An edge (n,rc) € E exists if the
evidence node n and root cause node rc¢ co-occur within the same
reasoning chain. We use the following notation, with all similarity
scores normalized to [0, 1].

e Neighbors N (u): The set of nodes connected to node u. For any
rc € Vg, its neighbors N'(rc) C Vey, and vice versa.

e Content similarity matrices (Src cont, Sev,cont): These static ma-
trices store similarities based purely on node content, correspond-
ing to the Scont (%, v) term in the main text. For a root cause pair
(rciyrej), (Sre,cont)ij is their summary’s semantic similarity. For an
evidence pair (ng, ny), (Sev,cont )7 is the minimum of their symptom
description similarity and log-based lexical similarity.

e Cross-type similarity matrix (Sev,rc): A static matrix where
(Sev,rc)ki = sim(ng, re;) captures the content-based semantic link-
age between an evidence node n; and a root cause node rc;.

A.2 TIterative Refinement Algorithm

The iterative updates presented here are the matrix formulation of
Eq. (2). At each step t, we update the root cause similarity matrix

)

Sfct ) and evidence similarity matrix Sé\t, as follows:
S§£+1) = (1 - Wrc) O} Src,cont + Wi © Sr(ct,;_)mp, (5)
Sé\t,+1) = (1 - Wev) o Sev,cont + Wev O Sf(g\t,,)pmp, (6)

where © denotes the element-wise product. The matrix compo-
nents W and Spyp directly correspond to the scalar terms wy,, and

Sg())p(u, v) from the main text, and are detailed below.

A.2.1 The Propagated Similarity Matrix. The propagated similarity
matrix Sr(,i())p contains the scores Sr(,f())p(u, v) that capture relational
consistency. Its elements are computed as a weighted average of

neighbor similarities from the previous step. For a root cause pair

(rci, rej), the element (Sr(éi)mp)i j is calculated as:

() Sijs IN(re)l IN(rej)| > 0,
N . 7
(Srcprop)is 0,  otherwise, @
z Y w(renreingng) (S8
&= ngeN(re;) nje N(rcj) ®)
v ) Y w(re,rejngn)

ngeN(re;) nie N(rcj)



where the relational consistency weight w is:

o(rei, rej nenp) = \(Sevre)ki - (Sevre)tj ©

The matrix Sg,,)pmp is defined symmetrically.

Intuition. The weight w quantifies how semantically aligned a
neighbor pair (ng, n;) is with the target pair (rc;, rc;). By using
this weight, the propagation mechanism prioritizes similarity prop-
agation along paths that are both structurally and semantically
coherent, effectively filtering out noise from irrelevant neighbor
pairs.

A.2.2  The Adaptive Weight Matrix. The adaptive weight matrix W
contains the scalar weights wy,, from Eq. (2). For a root cause pair
(rci, rcj), the element (Wyc);j, corresponding to Wrey,re;» 18t

(Wrc)ij = min(\[(_f(rci) (_f(er), Arc) > (10)

where A is a clipping hyperparameter and 5(u) quantifies the
node’s specificity:
1

m Z (Sevre)ki»  IN(rei)l >0,

nreN(re;) (11)
0, otherwise.

&(rei) =

The matrix Wey is defined analogously for evidence node pairs.

Intuition. A node’s specificity ¢ measures its average semantic
connectivity to its neighbors. The geometric mean in Eq. (10) en-
sures that relational influence is amplified only when both nodes are
specific, steering the refinement process with the most informative
diagnostic signals.

B Derivation and Estimation of the Confidence
Score

This appendix provides the formal probabilistic derivation for the
confidence score introduced in §3.4. The goal is to define how we
rank root-cause candidates. We begin by modeling the confidence
for a single reasoning trace (§B.1) and then describe how to aggre-
gate scores from multiple traces (§B.2). Finally, we describe how the
model parameters, namely the reliability of the underlying static
chain and the LLM-inferred confidence in the dynamic evidence,
are estimated (§B.3, §B.4).

B.1 Confidence Model for a Single Reasoning
Chain

For each validated reasoning trace T; € 7,1, we compute its confi-
dence score, y(T;). Each trace T; is a dynamic instantiation of an
underlying static reasoning chain, which we denote as C;. The trace
T; contains the set of supporting log segments ¢ = (t’l(i), s fli_i))
collected from the current incident, used to validate the eviderice
nodes of C;. This score represents the probability that the root cause
proposed by the underlying chain, rc(C;), is the ground-truth root
cause (rcy), given the evidence collected in the trace:

y(Ty) = Preg = re(Cy) | €) (12)
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To make this computation tractable, we introduce two latent
variables that explicitly separate the properties of the trace from
its underlying chain:

e Evidence correctness (H)): We formally define a binary vector
as H() = (Hl(i), . ,Hlil)) H;i) = 1 if the j-th evidence node of
chain C; is factually colrrect for the current incident (i.e., within
trace T;), and 0 otherwise.

e Chain reliability (Z(!)): A binary variable. Z(!) = 1 if the static
reasoning chain C; represents a logically valid inference path, and
0 otherwise. This captures the intrinsic quality of the chain’s logic,
independent of the current incident.

Using the law of total probability, we can expand Eq. (12) by
marginalizing over all possible states of H® and Zz(D:

y(Ty) = > Preg=re(Ci),HY =, 2D = 2]e®)
he{0,1}%i ze{0,1}
(13)

By applying the chain rule of probability, we can factor this
expression:

y(T) = Y Plreg=re(Cy) |[HYD = b, 2() = 2,60
h,z (14)
.p(Z(i) =z HO = h,t’(i)) .p(H(i) =h| g(i))

This expression can be simplified by introducing two conditional
independence assumptions:
o Assumption 1. The final conclusion’s correctness depends on
the validity of the reasoning steps (Z (1)) and the truthfulness of
the evidence (H(i)), rather than on the raw logs (¢ (i)) themselves.
Therefore, P(rcg|H(i),Z(i),t’(i)) = P(rcg|H(i),Z(i)).
e Assumption 2. A reasoning chain’s intrinsic reliability (Z ) is
a historical property and does not depend on the specific logs of
a new case instance, given the evidence correctness pattern HO.
Thus, P(ZOHD, ¢y = p(zODHD).

Applying these assumptions, the equation simplifies to:

y(T) = Y P(reg=re(Cy) |[HD =h,z1) = 2)
h,z (15)
P(zD =z HD =h) - PHD =h | D))

This formulation is further reduced based on the following mod-
eling assumptions:
e Assumption 3: A reasoning trace T; yields the correct root
cause if and only if (1) all its constituent evidence is true HD =
1) and (2) its underlying reasoning chain C; is logically reliable
(ZM = 1). This is a conservative assumption implying that any
single weak link—either a piece of false evidence or a flawed logical
step—invalidates the entire chain.

P(reg = re(Cy) | HO) =, 20) = 2) = {1 ifh = l‘andz =1
0 otherwise
(16)
e Assumption 4: The correctness of each evidence node H}i) in
the trace is conditionally independent of other evidence nodes,

given its corresponding log segment t’;i). This allows us to factor
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the evidence probability:

PEO =n e =[ e =h 16
j=
Under Assumption 3, the term P(rcy = rc(Ci)| - - +) is non-zero
only when all evidence holds (h = 1) and the chain is reliable
(z = 1). Consequently, the summation in Eq. (15) collapses to a
single non-zero term for any validated trace T; € Ty ,:

ki . .
vt =pz® =110 =1 []ra? =11¢")
j=1

Chain Reliability
LLM-inferred Evidence Confidence
(18)
Eq. (18) provides the probabilistic formulation underlying the sim-
plified confidence score in Eq. (4). Specifically:
o The Chain reliability term, Rel(C;), in Eq. (4) corresponds to
P(z® = 1H® = 1), which captures the estimated reliability of
the static chain C;j.
e The LLM-inferred evidence confidence, Conf(ny) |t’;l)), in

Eq. (4) corresponds to P(H](.i) =1t ;i) ), which quantifies confidence
that the evidence node n;i) is supported by the observed logs {’;i)
within the dynamic trace T;.

This design ensures our scoring scheme prioritizes conclusions
from reliable reasoning chains that are strongly supported by LLM-

validated evidence from the current reasoning trace.

B.2 Aggregating Confidence from Multiple
Traces

A root cause candidate, rc,, may be suggested by multiple reasoning
traces, denoted by the set 7; = {T; € Tya1 | re(Ci) = req}. We
aggregate their individual scores into a consolidated score, I'(rcq),
which represents the probability that at least one of these traces
is correct. To aggregate their scores, we assume the traces are
independent events for tractability, and calculate the probability of
at least one chain being correct (i.e., one minus the probability that
all of them fail):

T(rea)=1- [ | (1=y(T) (19)

TieTa

B.3 Estimation of Reasoning Chain Reliability

The reasoning chain reliability term, P(Z @ =1 HD =1),is
estimated from historical data for each static reasoning chain C;. To
ensure robustness against sparse data, we use Bayesian smoothing.
This approach allows us to assign a reasonable baseline reliability
to all chains, which then converges towards an empirically justified
value as the chain is applied more frequently across historical inci-
dents. Our model is based on the assumption that chains that have
appeared more frequently in the past are inherently more reliable.
The reliability is estimated as:

A-po+m®
A+m®

where m is the number of times chain C; has appeared in his-
torical diagnostic cases. We set the prior belief pg = 0.5 and the

Rel(Ci) =P(z) =1 |HD =1) = (20)
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smoothing factor A = 1, a form of Laplace smoothing. This assigns
a neutral 0.5 reliability to new chains and ensures the score rapidly
increases with each historical use. Consequently, well-established
chains are trusted more, while new ones are not unfairly penalized.

B.4 Estimation of Evidence Verification
Confidence

The term P(H}i) =1 {’}i)) in Eq. (18) represents the confidence
that the hypothesis of an evidence node nj.i) (from chain C;) is
factually supported by the log segment {’;i) (within trace T;). We
estimate this by quantifying the LLM’s intrinsic certainty based on
the output probability distributions over candidate tokens at each
generation step [9].

First, we compute a raw certainty score, {raw(n;i) ), by averaging
a token-level certainty metric across the entire response:

Ly
ot = 3| m+ 3 P ()| @)

t=1 weV,

where L; is the length in tokens of the response, V; is the set of
top-k candidate tokens at step ¢, and P;(w) is the model’s predicted
probability for token w € V;. This score is higher when the model’s
token predictions are less uniform (i.e., more “certain”).

We normalize the score {raw into [0, 1] by dividing it by its
theoretical maximum. This serves as our final confidence estimate:

: . graw(n('i))
() _ (y — J
P =116") = — o (22)
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Figure 26: A standard BERT classifier performs poorly under
the long-tail failure distribution, achieving 96% accuracy on
the most frequent type but under 10% for less frequent types
within the top-10, yielding an overall accuracy of only 56%.

D Problem of Conventional Log-Parsing
Methods

Oversimplified log preprocessing: log-based anomaly detection
methods [7, 11, 33, 34, 49] lack semantic understanding for complex
cross-event correlation. They rely on log parsing [6, 15], which ab-
stracts dynamic variables into wildcards (e.g., potentially replacing
device states or specific modules), causing significant information
loss.



VLogs

CSR-SVC-CITYS DEBUG_MEMOVERLOAD; The processes with top three Memory occupancy are
CSR-SVC-CITY1 DEBUG_MEMOVERLOAD; The processes with top three Memory occupancy are
CSR-SVC-CITY3 DEBUG_MEMOVERLOAD; The processes with top three Memory occupancy are

‘ Log parsing

| <HOSTNAME> DEBUG_MEMOVERLOAD; The processes with top three Memory occupancy are <*> |

Template (a) Module information lost!

Logs

CSR-VM-CITY12 craftd[PID]: %DAEMON-4: Minor alarm
CSR-VM-CITY16 craftd[PID]: %DAEMON-4: Minor alarm

‘ Log parsing

‘ <HOSTNAME> craftd[<NUM>]: %DAEMON-<NUM>: Minor alarm <*> FPC Minor Errors ‘

, FPC Minor Errors
, FPC Minor Errors

Template (b) State information lost!

Figure 27: Conventional log-parsing methods often discard
key tokens during preprocessing of new inference cases, such
as (a) module identifiers and (b) state keywords, hindering
fine-grained RCA in subsequent RAG-based LLM inference.

E Additional Deployment Lessons

Log-analysis-free root cause identification with KG. We real-
ized that with the support of knowledge graph, we can efficiently
identify the root cause even without log analysis for some cases.
This happens when all the historical cases with problem descrip-
tions similar to the new case have the same trivial (low severity)
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root cause and the number of historical cases is large. In this case,
we can conclude that the new fault has the same root cause without
further investigating the associated logs. This helps to eliminate
the time and effort spent on collecting logs by our operational
engineers.

Ensuring Reliability in Automated RCA. Erroneous root cause
identification remains a major risk in automated RCA system, as
incorrect diagnoses can even prolong service disruptions. This im-
plies the need for trustworthiness in diagnostic results. Our design
emphasizes trustworthiness by adopting a multi-step reasoning
framework that enforces rigorous validation at each step before
drawing conclusions. This reduces the risk of unsupported con-
clusions from partial evidence, often seen in holistic single-step
reasoning. During the initial deployment, our emphasis on trust-
worthiness also helped establish trust with operators. However, as
shown in Figure 14, this strict validation hurts accuracy and limit
the number of failures that AIDA can effectively handle. Future
work can explore ways to improve precision without compromising
recall.
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