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ABSTRACT

Root-causing is critical yet labor-intensive in cloud-scale network
operations. However, existing solutions struggle to adapt to un-
foreseen failure modes and large-scale incidents with limited agent
memory. Their black-box output explanation also fails to provide
the verifiable interpretability required for operator trust. In this
paper, we present X1HE, a novel multi-agent framework designed to
address these challenges. XIHE employs guided evidence-driven
agents to decompose diagnostic tasks, utilizes networked agent
memory to share global context without saturating memory, and
leverages networked causality representation to synthesize
transparent, verifiable causal graphs. X1HE has been deployed in
our global cloud infrastructure for 12 months, assisting with over
3,000 incidents, reducing operator root-causing time by 25.8% and
garnering a 95.1% satisfaction rate. X1HE also achieves an over-
all accuracy of 94.6%, a 54.9% mistake reduction compared to the
state-of-the-art methods.
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1 INTRODUCTION

Provider A operates one of the world’s largest cloud infrastructures,
comprising tens of interconnected datacenters with hundreds of
thousands of servers and network devices, all linked by a global
wide-area network (WAN). Given the network’s scale and the fre-
quency of changes, our operators work continuously to manage
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Incident Response Log
Time Message
15:20:11  E1 (ASW) Ping Failure
15:20:34  E2 (ASW) Ping Failure
1521:26 D1 (PSW) Ping Failure
15:21:40 Long-haul Circuit Full / Output drop on Al.
:21: C1 (DSW) Ping Failure
1521354 D2 (PSW) Ping Failure
1522145  Level B Software Update Start.
15:23:24  E4 (ASW) Ping Failure.
15:23:44  C2 (LSW) Ping Failure.
10 15:23:45  E4 (BSW) Ping Failure.
11 15:24:25  C4 (DSW) Ping Failure.
12 15:24:37 D3 (PSW) Ping Failure.
13 15:24:53  Long-haul Packet Loss from Region a to
current region.
14 15:25:27  CS (LSW) Ping Failure.
15 15:26:51 D4 (PSW) Ping Failure.
16 15:27:42  ES (ASW) Ping Failure.
t H 17 15:28:20  E6 (ASW) Ping Failure.
w \ 18 15:29:23  Long-haul Packet Loss from Region B to
7 7] £ 7 B 7 & 7 = © 7 current region.
-y = a ! ! . 19 15:29:39  E7 (ASW) Ping Failure.
! { ! f WEFL | 30 1329:45 AL (2/75 Ports) Traffic Drop

CENOUBWNR
-
Q
IS
4

Figure 1: The root cause (B1) emits no alerts. Ping failures imply
network unreachability by PingMesh-like tools [27].

potential incidents and failures. When an incident occurs, our mon-
itoring systems can generate as many as 2,000 alerts in a short
period. This flood of information from disparate sources makes
it challenging for operators to identify the root cause in a timely
manner.

Effective root-causing in production physical networks neces-
sitates three features: adaptability, scalability, and interpretability.
Adaptability is key to handling diverse failure modes, where inci-
dents differ not only in their root causes, but also in how faults
manifest as alerts and propagate across the network. Scalability is
essential to cope with incidents of varying scales, especially the
large ones with numerous alerts and devices. Interpretability goes
beyond the root cause itself. To earn operator trust, a system must al-
low operators to review and understand its causal inference process:
how one event leads to another across time and network topology.
As our operator lead states, "We can never trust any Al-based tool
unless it can show us the reasoning process."

Traditional heuristic-based root-causing methods fail these re-
quirements [6, 74]. While effective for well-known incidents, they
are brittle when facing unknown failure modes, and offer limited
interpretability other than repetition of rules. The recent success of
Large Language Models (LLMs) and LLM agents has inspired new
approaches that leverage LLM agents for this task [9, 18, 65, 74].
However, current agent-based systems adopt a monolithic design
that limits their scalability and interpretability in production. Specif-
ically, they struggle with three fundamental challenges:

e Adapting to Unknown Failure Modes. Production networks
often experience failures beyond pre-defined patterns. Exist-
ing fixed-workflow systems struggle to diagnose these inci-
dents. For instance, in Figure 1, the root cause device B1 is
isolated from the network and reports no alerts itself. A static
workflow, such as hotspot detection, cannot easily deduce its
involvement.

e Limited LLM Agent Memory. In major incidents, the vol-
ume of alerts often exceeds the effective memory capacity of
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a single agent due to the limited context window of LLMs be-
hind [13, 44, 55]. To remain within memory limits, monolithic
systems aggressively filter or truncate alerts, risking discard-
ing low-severity but causally critical diagnostic signals. While
distributing alerts across multiple agents alleviates memory
pressure, naive partitioning introduces partial observability:
while each agent fits its local data, it lacks the global context
to trace fault propagation across agents.

e Lack of Verifiable Interpretability. Most existing systems
provide no or only a textual summary as the explanation. This
black-box output explanation fails to provide a step-by-step
causal account of how the failure propagated. For example,
BIAN only provides the relevant alerts of its inferred root cause
as the explanation, which are not verifiable and fail to build
operator trust. An output is verifiable, only if operators can
inspect and trace the root cause against the raw evidence.

To address these challenges, we argue for a paradigm shift away
from the isolated, black-box agent. We propose X1HE, the first
evidence-driven multi-agent system, designed to illuminate the
complex causality of physical network incidents. X1HE transforms
raw alerts into a structured, interpretable format through three
core components:

o Guided Multi-Agent Reasoning Framework: X1HE instan-
tiates a swarm of collaborative agents that move beyond rigid,
history-based scripts. Instead, these agents autonomously plan
workflows and execute tool calls to verify their hypotheses. We
ground the framework in a customized operational knowledge
base that abstracts alert-anomaly mappings and causal rela-
tions to inject expert insights. Consequently, the agents can
leverage a broad action space to investigate specific incidents
in parallel, combining the precision of structural guidance with
the adaptability of autonomous tool use.

o Networked Agent Memory (NAM): To reconcile massive
alert volume and limited agent memory, X1HE employs a divide-
and-conquer strategy with NAM for collaboration. X1HE as-
signs agents to manageable subsets of the incident, e.g., alerts
from a single device, to fit within their memory limits. Cru-
cially, to prevent the partial observability, these agents contin-
uously exchange high-level insights of the incident through
NAM, stitching discrete local contexts into a cohesive global
view. This design ensures that cross-device dependencies are
captured despite the distributed reasoning.

o Networked Causality Representation (NCR): For verifiable
interpretability, XTHE synthesizes the reasoning process into a
unified causal graph, managed by the NCR. Each node explicitly
encapsulates the anomaly type and the fault domain, and the
alerts are attached as derivative symptoms. NCR delineates
the propagation path from root cause to symptom, allowing
operators to validate the diagnosis against the evidence.

We implement X1HE and deploy it in production on our opera-
tional platform for 12 months, where it is adopted into operators’
root-causing workflow. In the deployment, X1HE assists operators
with over 3,000 incidents, spanning diverse failure modes. Oper-
ators report reaching 95% satisfaction (Figure 7) for X1HE, since
X1HE’s outputs allow operators to verify and refine the inferred root
cause by inspecting the exposed causal chain and reducing back-
and-forth debugging. We also observe that X1HE achieves an overall
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root cause accuracy of 94.6%, substantially outperforming existing
baseline systems across most incident categories. Importantly, X1HE
maintains an accuracy of 90.0% even when alert volume increases
by 625X. Our long-term deployment experience shows that X1HE
reduces manual troubleshooting effort and saves 25.8% operator
hours, benefiting from the improved interpretability rather than
accuracy alone.

Our experience suggests that next-generation cloud-scale root-
causing systems should move beyond monolithic reasoning and
opaque outputs to distributed, anomaly-centric, and explicitly in-
terpretable designs. X1HE marks a concrete step in this direction,
demonstrating that such systems are both feasible and effective in
real-world cloud operations.

This work does not raise any ethical concerns.

2 BACKGROUND AND MOTIVATION

This section details the operational context for root-causing in our
production network. We describe the lifecycle of network incidents
and the current workflow to resolve them, identifying the specific
operational constraints that necessitate the design of X1HE.

2.1 Root-Causing in Production Networks

In our large-scale cloud networks, a network failure rarely appears
alone. Instead, it unfolds as a multi-stage process, starting from a
low-level physical or configuration fault and gradually surfacing
as widespread service-level degradation.

Fault Detection and Alert Generation. A network incident typ-
ically starts with a triggering event occurring in a specific fault
domain, such as a failing board card. These events manifest as ab-
normal behaviors (e.g., packet loss or link flaps), which are captured
by diverse monitoring mechanisms. Besides telemetry systems like
PingMesh [27] and SNMP [17], the monitoring system collects
warnings and errors from software and hardware, and logs trig-
gered by specific events. The monitoring system evaluates these
heterogeneous data streams using predefined heuristic rules, aggre-
gates correlated anomalies, and emits them as discrete alerts that
are visible to operators.

Anomaly Propagation and Alert Storms. Although the trigger-
ing event is usually local (e.g., a misconfigured port for a city’s
ingress router), its impact often propagates far beyond its origin.
Anomalies spread along physical links, routing paths, and proto-
col dependencies, eventually manifesting as a service level agree-
ment (SLA) degradation. The monitoring system groups alerts that
are reported within a time window and topological scope into an
incident [74]. The aggregation often results in an alert storm in prac-
tice, where thousands of alerts are raised within minutes. Besides
cascaded alerts caused by fault propagation, alerts from unrelated
components within the same sub-network may also be merged
into the incident, obscuring the original root cause. In production
networks, incidents exhibit diverse failure modes, shaped jointly by
the triggering event, the propagation paths, and the local topology
and configuration context.

The Operator’s Dilemma. Figure 2 illustrates the typical root-
causing workflow. When an SLA violation is detected, the monitor-
ing system creates a ticket automatically and assigns it to an on-call
operator. However, constrained by privacy regulations and the ur-
gency of mitigation, operators are prohibited from logging directly
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Figure 2: Typical root-causing workflow.

Table 1: Summary of existing works. Env. shows whether the
system diagnoses for physical network or microservice.

Method Env.

Adaptable Scalable Interpretable

Heuristics and Traditional ML

SKYNET [74] Phy. 7 3 7
MicroCERCL [86] Micro. 7 3 7
Tool-Augmented Agent

RCACor1roT [9]  Micro. 7 3

XPERT [37] Micro. 7 3 N/A
OPENRCA [71] Micro. 3 7 7
TAMO [83] Micro. 3 3 7
Multi-Agent Workflow

MABC [81] Micro. 3 7 7
Croup ArtLas [70]  Micro. 7 7 3
OPSAGENT [49] Micro. 3 7 7
BIAN [65] Phy. 3 3 7
X1HE (ours) Phy. 3 3 3

into devices to inspect their states. In most cases, operators exclu-
sively rely on the textual alert descriptions on their dashboard. In
practice, operators must manually reconstruct the propagation path
from the low-level root cause to the high-level service symptoms.
As incidents often involve a high volume of derivative or irrelevant
alerts, the manual process is not only slow and error-prone but also
imposes severe cognitive overload.

Experience 1. In noise-heavy production networks, mere root
cause identification is insufficient for trust. To safely execute
mitigation, operators require the causal propagation chain as
logical evidence. This chain explicates the path from root causes
to symptoms, enabling operators to verify the diagnosis and
confidently resolve the incident.

2.2 Why Prior Systems Fall Short in Production
Before deciding to develop X1HE, we had deployed several state-
of-the-art root-causing systems in our cloud network. While these
systems differ in their underlying techniques, they all demonstrate
low operator adoption in the long run. Our deployment experi-
ence reveals a set of limitations that hinder their practical utility.
These limitations arise not from individual algorithms, but from
mismatches with how production incidents unfold and how opera-
tors make decisions.

Inadaptability to Evolving Failure Modes. Rule-based systems
like SkYNET[74] and NETMEDIC[38] rely on expert rules or static
dependency priors. These models work for static environments
but fail in cloud-scale networks. Production environments evolve
rapidly with hardware refreshes and software upgrades. New "un-
known unknown" failure modes constantly emerge. Static rules
cannot cover these changes even under heavy manual maintenance.
Memory Saturation in Single-Agent Systems. Single-agent sys-
tems [9, 68] attempt to solve incidents within a single LLM context.
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However, large-scale incidents generate alert volumes that exceed
the agent’s memory space [71]. To cope, these systems aggressively
filter input data. This risks discarding critical signals. For instance,
we observed agents filtering out subtle software bug logs to accom-
modate high-severity connectivity alarms.
Rigidity of Fixed Agentic Workflows. Some systems like BIAN[65],
D-Bot[85], and Flow-of-Action [58] drive multiple LLM agents via
pre-defined control flows (e.g., plan-act-check loops). While such
workflows provide procedural clarity, they implicitly assume a nar-
row class of failure modes. In production, incidents frequently in-
volve interacting or concurrent faults that violate these assumptions.
As acknowledged by BIAN[65], its workflow fails to generalize to
multi-fault scenarios (Case 2 in §8.2). They also inherit the mem-
ory saturation from single-agent systems, limiting their effective
observability during alert storms.
Lack of Verifiable Evidence. Even when a plausible root cause is
identified, existing systems often fail to provide sufficient evidence
for operators to make mitigation decisions. Some systems [6, 9,
74] report only a category or location, while others [65, 68, 79]
generate free-form textual summaries. Neither explicitly connects
the reported cause to the observed alerts. Graph-based methods
like CLouD AtLAs [70] rely on pre-profiled metric correlations.
In production, the graphs face three issues. First, they are overly
dense to cover all metrics of all devices. Second, they are sensitive
to metric noises and delays. Third, they cannot model black-box
indicators that lack telemetry support.

We summarize the drawbacks of existing systems in Table 1. The
rating criteria and comparison of other operational capabilities are
given in Appendix E.

2.3 Design Goals
These limitations underscore the need for a root-causing system
capable of generating a clear causal propagation chain. The system
must ingest the full incident data, pinpoint the root cause, and,
crucially, explain its decision-making process. To this end, we derive
three design goals.
G1: Robustness under Unknown Failure Modes. The system
should correctly diagnose incidents even when failure modes devi-
ate from known patterns. Given the continuous evolution of produc-
tion networks, it is impractical to predefine rules or workflows for
all failure modes. The goal is to enable adaptive reasoning that dy-
namically adjusts diagnostic strategies based on observed alerts and
evolving network context, rather than relying on static heuristics.
G2: Scalability with Incident Size. The root-causing system
should maintain its accuracy as incident size increases. Agents
of the system should reason over a coherent global view without
lossy truncation or aggressive alert filtering, while not saturating
their agent memories.
G3: Verifiable Causal Reconstruction. The system should ex-
pose how a fault propagates to observable symptoms, rather than
reporting a root cause in isolation. To meet this goal, the system
should explicitly structure causal relations based on time, topology,
and logics. The system should ground its output in raw alerts so
that operators can inspect and verify the diagnosis before making
mitigation decisions.

We also propose these in-production usability goals.
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cross-scope causal relations and allows a coherent global under-
standing to emerge from local analyses, without centralizing all
evidence in a single context. NAM thus complements multi-agent
decomposition by preventing fragmentation of causal reasoning
while preserving scalabilityG2).
Networked Causality Representation (NCR). To support veri -
able diagnosisXiHe synthesizes the distributed reasoning process
into a uni ed causal structure, NCR. Each node in the NCR causal
graph represents an inferred anomaly, annotated with its fault
domain and anomaly type. Raw alerts are linked to the nodes as
observable symptoms. Edges in the graph encode the causal prop-
agation inferred by Xilets. The graph forms an explicit path from
i ) i . the root cause to the observed service impact. By grounding causal
Figure 3: The architecture overview oKiHe. reasoning in raw alerts and making propagation paths explicit,
G4: Stable Reasoning.The system should produce consistent NCR enables operators to inspect and validate diagnoses against
diagnoses despite the inherent stochasticity of LLM-based reason- concrete evidence, providing a veri able causal explanati@8).
ing. The goal is to minimize variance across runs through mecha-  XjHe incorporates additional mechanisms to ensure reliability
nisms such as controlled redundancy and consensus among paral-in our cloud network. To improve reasoning stability under the
lel reasoning paths, ensuring reliable behavior under operational = stochasticity of LLM-based inferenckiHe operates multiple in-
use [15, 66, 75]. dependent Xilet swarms in parallel and aggregates their outputs
G5: Cost-E cient Operation. The system should deliver accurate through consensus voting34). To reduce operational cosiHe
diagnoses economically. The system should bound computational employs context management strategies and iterative re nement
expenses during alert storms, for example by controlling token  of operational knowledge base, reducing token consumption and
usage, and also reduce the human e ort required to maintain oper- maintenance overheads5). To meet strict latency requirements,
ational knowledge. XiHe executes Xilets concurrently, overlapping diagnostic pro-
G6: Timely Root-Causing. The system should complete root-  cesses across fault domains, and appliegarly-stoppingnech-
causing within the time constraints of live operations. For example, anism once the causal structure stabilizes. This allotikle to
our SLA requires diagnosis within 5 minutes. We aim to produce deliver diagnosis results within time Cons’[raintgﬁ).

results within 90 seconds, leaving su cient time for operatorsto  Work ow. When an incident is reported, XiProxy rst normalizes

review and act on the diagnosis. raw alerts and determines the scopes of an appropriate swarm of
Xilets. It then instantiates the swarm and routes each alert to the
3 DESIGN OVERVIEW Xilet responsible for the corresponding fault domain or alert sig-

XiHe is designed to diagnose incidents at all scales by decomposing nature. Operational knowledge, including possible anomaly types
root-causing across multiple agents while maintaining a coherent  and anomaly causal schema, is embedded into Xilets to guide local
and veri able causal explanation. Figure 3 shows its architecture, reasoning. During parallel execution, Xilets continuously exchange
including three key design decisions. intermediate ndings through NAM and iteratively propose up-
Guided Multi-Agent Reasoning. XiHe decomposes root-causing  dates to NCR. The causal graph evolves in real time as Xilets raise
into parallel tasks executed by a decentralized swarm of agents, or override causal proposals based on new evidence. Finally, once

named Xilets. Instead of a rigid pipeline, each Xilet follows an  the timeout or early-stopping is triggered, NCR post-processes the
evidence-driven work ow: it determines the next diagnostic action  na| causal graph andpushest to operators.

by analyzing current ndings.e.g, real-time tool outputs and net-
work states. This exibility enablesiHe to explore a vast search
space, achieving robustness against unknown failure mo@&.(

To address memory constraints, each Xilet is scoped to a speci ¢
fault domain. The localized focus allows Xilets to process all rel-
evant evidence without aggressive truncatio2). We further
embed operational expertise to constrain the agents' search space. .
This guidance prevents aimless exploration (hallucinations) and 4-1 Operational Knowledge Base

produces structured, veri able hypothese&3). To ground agent reasoning, we construct a two-layer operational
Networked Agent Memory (NAM). While multi-agent decom- knowledge base (OKB) that mirrors the anomaly propagation pro-
position avoids memory saturation, it introduces the challenge C€SS. As shown in Figure 4, the OKB consists of (i) alert-to-anomaly
of partial observability across distributed XiletXiHe addresses ~ candidate mappings and (ii) an anomaly causal schema. The former
this via NAM, a coordination mechanism that enables Xilets to ~constrainswhichanomaly types may explain an alert, while the
share root cause hypotheses, causal dependencies, and validation@tter abstractshowanomalies propagate across devices and layers.
results with each other. Through the agent communication primi- Alert-to-Anomaly Candidate Mapping.  In production networks,
tives (ACP), local insightse(g, a possible root cause detected on the same alert signature may arise from di erent underlying anom-
one Xilet) are shared to other Xilets. This collaboration preserves aly types. For example, a persistent packet loss alert may indicate

4 GUIDED MULTI-AGENT FRAMEWORK

This section details howXiHe's core reasoning units, the Xilets,
are grounded with expertise, instantiated with well-de ned scopes,
and perform reliable root-causing in parallel.
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Figure 5: Agent ag-

Figure 4: The structure of OKB. gregation patterns.

physical link degradation, queue congestion, or miscon gured traf-
c policies. Relying on raw alerts alone therefore introduces sig-
ni cant diagnostic ambiguity, as multiple incompatible hypotheses
can explain the same observation. To mitigate this ambiguity, we
construct an alert-to-anomaly candidate mapping that enumerates
the logically plausible anomaly types for each alert signature. This
mapping constrains agent reasoning to plausible anomaly types
only, reducing the ambiguity while preserving the exibility to
distinguish among competing anomaly types.Fort Dowralert,

for instance, maps to candidate anomallesrt Flappingind Card
Misc Errorin Figure 4.

Experience 2. Derived from over 10 years of operational gx-

perience, our operators codi ed 19 anomaly types covering [L24
alert signatures. Each alert signature maps to at most 4 anorpaly
candidates, with an average of 1.25.

Anomaly Causal Schema. To characterize the anomaly propaga-
tion behavior, we ask our operators to labdirectcausal relations
between anomaly types. However, we observe that intermediate
anomalies are frequently unobservable in production due to alert
thresholds or delayed telemetry. To address this, we compile direct
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Figure 6: XiProxy normalizes alerts and logs from di erent sources
(blue) to a uni ed entry (gray).

Alert Normalization. As the ingress controller, XiProxy ingests
heterogeneous alerts observed in an incident and normalizes them
into a uni ed format (Figure 6). Each normalized entry carries
structured elds such as alert signature, devices, and timestamps,
which form the inputs to Xilets.
Alert Routing. XiProxy routes alerts to a corresponding Xilet
based on their speci @lert signatureThese Xilets fall into two
categories depending on their processing work ow.
Device-bound Xiletsandle alerts localized to a speci ¢ domain,
e.g, devices and links. Each Xilet manages the state of an as-
signed set of devices, capturing local failure behaviors and
immediate propagation e ects.
Signature-bound Xiletwe designated for high-volume, event-
triggered alerts. They rst employ SoPs to lter raw alerts and
evaluate their severity in the incident. Then, they reason on
the Itered alerts and share propagation e ects with others. A
signature-bound Xilet aggregates all alerts of a given signature
across the incident.

As shown in Figure 5, XiProxy scopes device-bound Xilets us-
ing a memory-aware, two-stage strategy that reduces inter-agent
communication without saturating their memory. It starts at the
nest granularity, one Xilet per networking device referenced by

causal relations into a multi-generational causal schema that sup- @n alert, then aggregates them to balance memory load against

ports transitive reasoning across missing linksg, Card O ine
versusBGP Flapping Figure 4. This allows a Xilet to infer com-
plete propagation chains even when intermediate anomalies are
not explicitly observed. We validate the resulting schema against
eight months of historical incidents and con rm that it provides
su cient coverage for cloud-scale root-causing.

Experience 3. Operators codi ed 26 direct causal relations pe-
tween anomaly types. Each type has at most 7 upstream ahd 4
downstream neighbors. Validation on previous cases shows that
propagation chains span up to 3 generations, tolerating up {o 2
missing intermediate anomalies.

The OKB encodes type-level causal knowledge but does not en-

force instance-level production constraints, such as spatial relations
between two anomalies' fault domains. These absent constraints
are validated by Xilets during reasoning (Y4.3). Moreover, given the
complexity of large-scale network anomalies and their propagation,
XiHe enables us to re ne the OKB within just two months and en-
sures lightweight subsequent maintenance through its diagnostic
feedback (Y8.1).

4.2 From Alerts to Xilet Agents

For scalable root-causing, XiProxy, the dispatcherdHe, nor-
malizes incoming alerts, groups them into coherent subsets, and
instantiates a swarm of Xilets for parallel reasoning.

communication overhead:
Horizontal fusiormerges devices at the same network layer
that exhibit homogeneous alerts, allowing a single Xilet to
capture macro-level failure behaviors.
Vertical clusteringiggregates physically adjacent devices only
when they are jointly referenced by an aler¢(g, peer devices
experiencing correlated packet loss), encapsulating the imme-
diate propagation context.

The Xilet count thus adapts to incident scale. An incident instanti-
ates 6.04 Xilets on average, scaling to 13.87 for large-scale incidents
involving 125 or more devices, with a maximum of 27 Xilets. Keying
only on alert signatures and physical adjacency, the strategy applies
to diverse topologies and hardware/software settings.

Agent Instantiation. Once scopes are determineXiHe instanti-
ates the device-bound and signature-bound Xilets from a uni ed
agent kernel. Each Xilet is initialized with the scoped alerts and
relevant slices of operational knowledge from the OKB, forming a
swarm of autonomous agents ready for parallel reasoning.

4.3 Guided Evidence-Driven Reasoning

Upon instantiation, each Xilet initiates an independent reason-
ing loop, running in parallel with other Xilets. The Xilet adopts
ReAct [77] for agent-LLM interaction. The agent operates with
constrained autonomy, planning its work ow while respecting the
boundaries de ned in the OKB.
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Speci cally, Xilets perceive streaming alerts through a sliding
window and retain only in-window alerts in the local memory. The
window size is xed at 2 minutes, the maximum alert latentygb-
served in our cloud. This window isolates temporally correlated
alerts and lters out historical noise. As it advances, the Xilet contin-
uously updates its context, re ning or correcting prior judgments
as new alerts emerge.

Guided by the operational knowledge, Xilets perform structured
rather than open-ended reasoning. They consult the alert-to-anomaly
candidate mappings to identify valid candidates and use the anom-
aly causal schema to trace upstream and downstream dependencies
Xilets embed the possible anomaly types and their e ects into local
memory. Despite these constraints, each Xilet retains exibility to
explore multiple anomaly types and causal paths.

To substantiate theoretical candidates into veri ed anomaly in-
stances, Xilets invoke model context protocols (MC37] to gather
corroborating evidence such as physical topology and historical
alerts.XiHe selectively validates these hypotheses against the col-
lected evidence to con rm causality. For instance, it veri es whether
a port- apping candidate is topologically positioned to cause a spe-
ci ¢ circuit instability. Only evidence-backed anomaly instances
and relations are consolidated into causal proposals for synchro-
nization.

5 NETWORKED AGENT MEMORY

Multi-agent scalability comes at the cost of fragmented context. To
bridge this, Networked Agent Memory (NAM) utilizes topology-
aware sharing to reconstruct global causal chains from distributed
observations without centralization.

5.1 Topology-Aware Memory Decomposition

In XiHe, the multi-agent architecture results in partial observability.
Each Xilet naturally maintains a local memory containing alerts
and reasoning artifacts strictly within its assigned scope. A device-
bound Xilet holds the state of network entities within its scope,
while a signature-bound Xilet consolidates all risky alerts of a
speci ¢ signature. The partitioning ensures that each local con-
text remains within the LLM's e ective reasoning capacity. NAM
functions as the interaction layer over these distributed contexts,
facilitating cross-agent access without centralizing the data.

To diagnose failures that span multiple scopes, NAM enables
targeted information exchange rather than ine cient broadcast
communication. When a Xilet hypothesizes that an anomaly has
propagated beyond its boundary, it consults the MCP for physical
topology retrieval to identify Xilets managing physically connected
components. The agent then exchanges only the minimal data
required to verify the dependency. By constraining interactions to
these physical links, the ow of information mirrors the actual path
of fault propagation, enabling scalable reasoning without collapsing
distributed memory into a centralized state.

5.2 Agent Communication Primitives
NAM de nes a set of lightweight primitives that allow Xilets to
share speci ¢ context without exposing their entire state:

1Alert latency denotes the temporal gap between cause and e ect anomalies. Although
the cause precedes the e ect, the e ect's alert may arrive earlier due to di ering
telemetry thresholds.
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Request (REQ): A Xilet issues a REQ to a neighboring or
signature-bound Xilet to query speci c anomaly evidenced,

tra c-related anomalies within a given time window), extend-
ing its visibility beyond local alerts.

Con rmation (CONF): Upon receiving a REQ, the target
Xilet consults its local memory and replies with a CONF mes-
sage containing the requested information, such as anomaly
identi ers and concise descriptions.

Broadcast Findings (BCST): When a Xilet identi es a high-
con dence root cause or other globally relevant evideneeg,

. suspicious con guration changes), it issues a BCST to rele-
vant neighbors or the swarm. This reduces the communication
overhead for redundant queries of Xilets handling downstream
anomalies.

Through iterative REQ, CONF, and BCST exchanges, local anom-
aly hypotheses and diagnostic insights are shared across the swarm
and linked across Xilets. Candidate root causes are validated by
neighboring agents through causal dependency checks, allowing
the swarm to reconstruct an incident-level causal path even though
no single Xilet ever observes the complete incident context.

NAM does not bottleneck scalability. Each Xilet handles peer
requests on dedicated assistance threads (Appendix A.2) while its
main reasoning loop proceeds, so exchanges overlap with reason-
ing; with the aggregation of Y4.2, communication stays o the criti-
cal path (Y9.3). NAM also transports structured artifacts (anomaly
identi ers, descriptions, boolean verdicts) rather than raw tokens,
constrainingwhat is shared, nohowa Xilet reasons or how expres-
sively it relates causes.

6 NETWORKED CAUSALITY

REPRESENTATION
XiHe synthesizes Xilets' reasoning results into Networked Causal-
ity Representation (NCR) for human veri cation. NCR condenses
raw alerts into a compact structure that visualizes the propagation
chain from root cause to service impacts. NCR is both a human-
readable artifact and a programmatic mechanism. Operators visu-
ally trace how a root anomaly propagates to observed symptoms
(Y6.2), while NCR grounds Xilets' proposals in the OKB before inte-
gration (Appendix A.3, validation in Y6). Grounding also recovers
unobservedonnections: when an intermediate anomaly emits no
alert (e.g, under high telemetry thresholds), NCR uses the multi-
generational anomaly causal schema (Y4.1) to restore it and bridge
the root cause to downstream symptoms across the silent link.

6.1 Causal Graph Abstraction

NCR is formalized as a directed grapl © =1+¢ ©, where:
Nodes (): Each node represents an inferred anomaly, de-
scribed by the tuple)~?4+ 0D;C ><08=-;4AGB.g, hCard
Oine, C1, [04]i. ;4ACHBrace the inferred anomalies back to
raw observations of alerts.
Edges (): Directed edges represent causal propagation be-
tween anomalies, each annotated with a concise rationale de-
rived from Xilets' reasoning.

As Xilets reason in parallel, they continuously submit local nd-
ings to the NCR by performing three types of actions: (i) creat-
ing anomaly nodes, (ii) attaching alerts to existing nodes, and
(i) proposing causal edges. NCR incrementally integrates these
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proposals into a global causal graph, enforcing structural consis-
tency. The details of the corresponding API are provided in Ap-

SIGCOMM '26, August 17 21, 2026, Denver, CO, USA

KC serves as a proxy indicator for measuring resistance to hal-
lucination in production. High KC indicates that the LLM is not

pendix A.3. Beyond aggregation, NCR also serves as a validation inventing physically improbable causal links, a prerequisite for
surface. NCR checks each proposed edge against the OKB's typeoperator trust.

level and topological constraints, rejecting logically or physically
impossible edges and keeping hallucinated causal links out of the
graph. When proposed nodes or edges violate constraints in the
OKB, NCR records these violations and summarizes recurring pat-
terns for operator review. Operators may choose to re ne the OKB
when such violations re ect legitimate but previously unmodeled
behaviors, enabling NCR to support iterative knowledge evolution.

6.2 Interpretability Metrics

To quantify the interpretability of NCR causal graph, we employ
the Consensual Assessment Techridli@ standard method for
creative output evaluation. We engage ve senior operators to re-
view 50 historical incidents. They rate the causal graphs on three
dimensionsClarity (Is the root cause obviousompletenegére

all relations included?), an@oundnesfoes it violate physical
rules?). Each automatically computable metric below operational-
izes one of these operator-facing questions: SC capt@iesity,

TC captureCompletenesand KC captureSoundnesserving as a
trust proxy for operational acceptability. These graph-level metrics
complement the operator satisfaction study in ¥8.1.

Experience 4. We distill three graph-level metrics that strong
correlate with operator preference (correlations reported in Ap-
pendix C.2), and can be computed automatically to quantify NCR
interpretability.

Structural Concentration (SC). Operators prefer causal graphs
with a clearly distinguishable propagation backbone. We quantify
this intuition by measuring how unevenly causal in uence is dis-
tributed across anomaly nodes. For each néfdere compute a local
centrality deviation' 1E° . E°, where' 1E is the out-degree oE
and . P is the median out-degree among itshop neighbors. SC
is de ned as the normalized standard deviation of these deviations:
_stdif' 1P IR+ g°

“maxy’ I minp' 1L, n

Higher SC indicates a more obvious propagation chain from the
root cause to the downstream e ects.
Topological Connectivity (TC). A plausible causal graph should
be consistent with the physical network topology. Lét -~ be the
set of anomaly pair§Del§ whose fault domains L° and 1P are
physically adjacent. TC measures the fraction of such pairs that
are causally connected in the NCR graph, whéernadicates the
existence of a directed %alth.

) =1

1Dt D

T EB |
(2~ Jipegas
Higher TC suggests a more complete set of causal relations captured
in NCR.

Knowledge Compliance (KC). KC measures the extent to which
NCR respects the logical constraints encoded in the OKB. KC is
calculated as the ratio of causal edges that satisfy all rules in the
OKBgq. . KC is de ned aj. L &0

— 1 Q- 4°
Py q:

7 CONTROLLED SWARM EXECUTION

Deploying XiHe in a production cloud network requires the agent
swarm to address two practical challenges: the LLM stochasticity
and the latency constraints{iHe incorporates two execution-level
mechanisms to tackle these challenges.

Bounded Execution via Early-Stopping. Unbounded exploration
yields diminishing returns once the causal structure stabilizes. To
minimize latency and token coskiHe employs a convergence-
aware early-stopping mechanism that monitors two signadslf-
suspensigwhere a Xilet enters a dormant state once its inferred
relations align with the observed symptoms, so the swarm halts
when all Xilets are dormant; and global convergence cheakere

the NCR halts the swarm once all alerts and anomalies are inte-
grated into a single-rooted causal graph. Upon either sigixae
terminates the swarm immediately without waiting for the time-
out. Since termination is triggered only after the causal structure
stabilizes, this preserves diagnostic completeness while reducing
time and cost.

Stable Reasoning via Swarm-Level Voting. XiHe does not rely

on a single execution that might miss a subtle causal link or hallu-
cinate a dependency. Instead, it instantiatesndependent Xilet
swarms in parallel (=3 in our production), each operating with

its own independent NAM and generates a distinct NCRHe
evaluates candidate NCRs using the interpretability metrics de ned
in Y6.2, which serve as the swarm's voting weights. A consensus-
based mechanism then aggregates these votes: an NCR supports
another if they agree on the fault domain and anomaly type in
their root nodes. The causal graph with the highest aggregated
score is selected as the nal diagno&idhis swarm-level voting
transforms stochastic agent reasoning into a stable system outcome,
since incorrect or hallucinated causal paths rarely persist across
multiple independent swarms.

8 REAL-WORLD DEPLOYMENT

We have deploye&iHe in our global production cloud network for
the past 12 months, during which 20+ on-call operators routinely
usedXiHe to analyze 3,000+ incidents acrdsa10 devices in
about100zones of ove30regions around the world. Based on
operator feedbackXiHe consistently reduces the end-to-end root-
causing time by 25.8% on average.

Speci cally, XiHe is integrated into the operators' incident dash-
board, as shown in Figure 25 in Appendix F. The frontend ren-
ders the NCR as an interactive causal graph, allowing operators
to inspect anomaly nodes and hover over causal edges to review
explanations generated by Xilets.

To protect sensitive operational data, the entire pipelineXite,
including the LLM serving platform, operates within a secure bound-
ary, where we have deployed rewalls to prevent possible oper-
ational data leakage into the Internet. The operating XiHe is
independent from the maintained networks so th¥tHe will not
be a ected by the incidents.

2In case of a tieXiHe picks the graph of the highest interpretability score.
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Figure 7: Operators' feedback oXiHe since the latest major OKB
update in September 2025.

We select an instruction-tuned model with tool-calling supports,
the Qwen3-MAX-Instruct 73, as the backbone model of Xilets.
We disable thinking for this model. We prioritize it over reasoning
alternatives such as DeepSeek-R&[ as its lower inference latency
better aligns with the 90-second operational time constraints.

8.1 Operator Feedback in Deployment

Operators actively participated in the iterative deployment and
re nement of XiHe, detailed in Appendix C.1. Early deployment
feedback motivated us to implement an operational enhancement
to improve diagnostic visibility: the dashboard periodicalbylls
intermediate causal graphs from the NCR. This lets operators in-
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Figure 8: XiHe reduces operators' root-causing time.

including both XiHe diagnosis and human veri cation. The results
show thatXiHe reduces operator-facing root-causing time by 25.8%
by accelerating hypothesis formation and validation.

The measurement spans early deployment, when operators still
adapting to the streaming work ow sometimes waited for the -
nal conclusion instead of verifying concurrently; this overhead
diminished after training. Becaus¢iHe streams intermediate NCR
graphs throughout its 90-second window rather than only a nal
hypothesis, operators often form a hypothesis and act preemptively,
e.g, isolating a suspected device, befotitHe terminates. The re-
maining time is dominated by steps outsidéHe's scope, such as
executing and con rming mitigation per our SoP.

8.2 Case Study
We present ve representativenknownproduction incidents that
illustrate howXiHe addresses operational challenges and its bound-

spect evolving causal relations and assess likely root causes before ary. We use labels (A E) to denote network tiers, where A corre-

all Xilet swarms terminate. Notably, this mechanism is deployment-
facing and does not alteXiHe's internal work ow. After diagnosis
completes, due to either timeout or early stopping, NCR pushes the
nal causal graph to the dashboard as the root-causing result.

To evaluateXiHe's diagnostic quality, operators manually la-
beled the correctness and satisfaction of its outputs, along with an
optional questionnaire (see Appendix C.3). The root-cause ground
truth is drawn from the on-duty operator's incident report, which
at least two senior operators independently verify after the net-
work recovers; this cross-check reduces individual labeling bias.
For analysis, we categorize incidents inkmown and unknown
types. The former correspond to well-understood failure modes for
which operators have already deployed rule-based alert lters in
the monitoring system, while the latter lack such lters and require
reasoning over the full alert set.

sponds to the core layer and E to the access la}@te diagnoses
these failures without LLM post-training or matching historical
incidents. The OKB maps each alert to candidate anomaly types
and restores plausible intermediate anomalies that emitted no alert,
composing them into a causal chain at runtime. An unseen failure
is root-caused as long as it propagates through anomaly types the
OKB already understands.

Case 1: Failure without Local Alerts (G1). We revisit the sce-
nario in Figure 1, where a software bug caused device B1 to drop
packets without emitting diagnostic alerts. Heuristic systems failed
due to the absence of alerts on BipproachXiProxy aggregated
layer C and layers D,E into two Xilets respectively, based on sig-
natures of their alerts. The Xilet for layer C identi ed a reacha-
bility gap to layer B and messaged Xilet B1 via NAM. Concretely,
the C Xilet observed PingMesh-style unreachability alerts whose

Figure 7(a) reports accuracy based on 470 responses across foupaths all traversed B1, andaheck_topology call con rmed B1

aspects: propagation path (PA), incident type (TA), key alert attribu-

as their common next hop, so it issued an NAREQsking Bl's

tion (KA), and root cause (RC). Operators applied a strict evaluation Xilet to account for the gap. Although B1 reported no alerts, its
criterion: an aspect was marked incorrect if it contained any de-  Xilet created a software anomaly since the signature-bound Xilet
fect, even if the overall diagnosis remained usable. Despite this, has reported an identi ed suspicious software update log to Xilet
XiHe achieved accuracy above 86% across all aspects. Figure 7(bB1. The OKB schema licensed this leapftware fault! silent
shows a steady increase in operator satisfaction over time, which packet drop unreachabilityis a valid chain, so B1 could be rooted
we attribute to iterative re nement of the OKB and prompting im-  from its downstream symptoms alone. We illustrate the pipeline
provement. After two months of calibration, operator satisfaction  in Appendix F.OutcomeXiHe established a causal graph with the
exceeded 95% in December, 2025. Notably, the OKB remained stablgoftware anomaly on B1 as the root, linking subsequent unreacha-
after early December despite frequent network changes, indicating  bility anomalies downstreamXiHe nds the root cause that took
low ongoing maintenance overhead. place within a silent device, which static work ows cannot resolve.
We further conducted an A/B test of dashboards with and without  Case 2: Multi-Device Failure (G1). Three devices (E1 E3) experi-
XiHe to evaluate end-to-end root-causing time, where the baseline enced board card failures within 3 minutes, triggering alerts on 8
already includes rule-based heuristies g, HotDevice ) and agent  upstream devices (D1 D8JApproachXiHe instantiated one Xilet
work ow tools that operators routinely use. We take measures  for the aggregated E-layer devices. The Xilet constructs three anom-
detailed in Appendix C.4 for better fairness. Figure 8 reports the alies for each board failure alert on di erent fault domains. The
total time from incident onset to operator-con rmed root cause,  D-layer Xilets, in the meantime, obtained the three board anomalies
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via NAM, and marked the board anomalies as the cause of their port
anomaliesOutcomeThe NCR displayed three port failure anomaly
nodes at the root, with the D-layer anomalies at their downstream.
This enabled operators to identify the hardware defect of multiple
devices rather than one, avoiding a premature single-root conclu-
sion that would have left two faulty boards in service. Figure 9: XiHe outperforms existing systems.
Case 3: Large-Scale Incident (G2).We analyze a routine drill
incident involving 369 devices across four tiers, with 818 alerts
requiring over 184k tokens to describe. Monolithic agents failed
to ingest the full alerts, while heuristics focused on high-severity
secondary alerts on layer BpproachXiProxy pro led the memory
load and aggregated hundreds of layer E devices into one Xilet. With
less memory load, Xilets at layers C and D identi ed a symptom
boundary: C reported circuit interruptions, while D reported ping
failures. The two Xilets reconciled these observations over NAM: a
check_topology call placed C and D on the two ends of the same
circuit, and the OKB ruleeircuit interruption!  device reachability
matched C's physical-layer symptom to D's ping failures. Thé C

D edge therefore explained both, while E's high-severity alerts were
attached as transitive downstream e ects. The swarm constructed
acausalchainof C D! Ein NCR.OutcomeXiHe identi ed the

root cause (link failure anomaly between C and D) in 30 seconds.

NAM resolves incidents exceeding the memory of a single agent. . T . . .
9 y g'e ag Incident statistics are reported in Appendix D.1. All experiments

Case 4:_Cross-Scope Interpre_tablllty (G3). A ber cut on link are conducted on a server with a 48-core 2400 MHz Xeon CPU.
to device C1 caused cascading BGP session drops on core router,

Al. While heuristics detect the ber issue, they never explain the We use the same LLM and serving platform as in live operation

symptoms on Al, misleading operators to investigate Al's BGP (Appe_ndlx D.2). . . . .
. ) . . - Baselines. We compareXiHe against representative root-causing
con guration. ApproachThe device-bound Xilet for Al linked local . ‘ - .
. . . : systems that are compatible with our infrastructure:
alerts into a BGP anomaly. The signature-bound Xilet for optical S : .
. . . . HotDevice : A rule-based tool deployed in our production.
ber also validated the physical cut and created an optical failure - ; o .
: - Similar toSkyNet [74 and 007 f], it heuristically considers
anomaly. The optical agent broadcast the anomaly via NAM, and .
. . A the severity and number of alerts, and takes the hottest fault
urged Xilet Al to investigate the cause of the BGP anomaly. On :
L N . . . domain as the root cause.
receiving theBCSTA1's Xilet matched it against the OKB chaip- : ; . . L .
. . ) . . BiAn [65: An agentic root-causing pipeline outperforming
tical failure! link down! BGP session drapd re-rooted its local I . .
. . RcaCopilot in our production, but only support certain types
BGP anomaly under the ber cut instead of a con guration fault, T . .
. , . of incident with alert format constraints.
even though lay outside Al's own scopé&utcomeXiHe con- . .
S . , Cloud Atlas+ (CA+) [7Q: An adapted version ofCloud At-
structed a causal graph linking the physical ber anomaly to Al's ; . .
. . " las from microservices to cloud networks. It uses a single agent
BGP anomaly. Therefor&iHe eliminates the need for additional . . - .
3 to infer alert-level causal relations, which is then summarized
con guration checks.

Case 5: Unobserved Tra ¢ Surge (Failure Case). An external asan glert causal graph by an LLM. .
. One-Time Agent (OTA): A naive baseline that feeds all alerts
tra c surge overloaded access-layer links but crossed no teleme- . .
- ) into one LLM and outputs a root-cause hypothesis.

try threshold, emitting notra ¢ alert; only downstreanPacket . o

. . . Both CA+ and OTA run three times per incident and vote for the
Lossand Queue Builduplerts on D E devices appeareépproach: nal result. BiAn uses its native stability mechanism
Lacking the root alert, the Xilets mapped tlacket Lossignatures ' y '
to other OKB candidates and rooted the NCR at a link anomaly 9.1 Accuracy
rather than the true tra c overload; no OKB rule was violated, so  For fairness, we select 624 incidents whose data formats are compat-
the graph passed validation but with low structural concentration  ible with most baselines, covering major incident types. We count a
(Appendix F.3)OutcomeThe streamed partial NCR converged onto  diagnosis correct if its fault domain and anomaly type both match
a tight cluster of correlated loss anomalies con ned to one fault the operator annotation.
domain, letting the operator recognize a load problem rather than Figure 9 reports the accuracy &fiHe and baselinesiHe achieves
a physical fault and con rm the surge from tra c statistics. The an overall accuracy of 94.6%, reducing the error rate by 54.9% com-
absence of a root-cause alertXéHe's main failure mode (Y10);  pared to OTA, which is the best baseline covering all incident types.
even so, the interpretable partial output localized the blast radius XiHe also outperformsBiAn which only covers a subset of in-

1. XiHe achieves 94.6% accuracy across all incident scenarios,
reducing the error rate by 54.9%, addressihty
2. XiHe exhibits only a 4.6% accuracy drop when alert volume
increases by 625 addressing>2.
3. XiHe achieves 9.2% 67.2% higher interpretability than base-
lines, addressing3.
4. XiHe improves result stability by 9.9%s@) while reducing
28% token cost compared to baselinésy.
5. XiHe concludes diagnosis within 73 seconds on average, satis-
fying the operational latency requiremen@g).
Experimental Settings. We compareXiHe and baselines under
controlled, realistic conditions by replaying incidents collected
from our production cloud network. Senior operators annotated
the root cause for each incident. Incidents are categorized into
ve types by their root cause: network changelfangg, device
failure (devicg, tra c outage (tra c ), link failure (ink), andothers

and recovered the true cause. cident types. This shows thaXiHe is adaptable to diverse and
complex failure modes. We break down accuracy by incident types.
9 EVALUATION All systems perform well fordevicefailures. These incidents are

Our experiments reveal the following key ndings: easy to diagnose even by heuristics or a single agent, due to their
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Figure 10: XiHe outperforms CA+ with better interpretability in all incident types.

strong local signals and limited propagation. BxiitHe signi cantly
outperforms baselines in other more complex types.
Speci cally, forchangeancidents,XiHe achieves 98.5% accuracy
by capturing critical low-severity logs that baselines lIter out. For
link andtra c failures,XiHe outperforms baselines by over 14.3%
and 8.7%, respectively. Unlike baselines that misidentify nasg (
temporary card failures) as root causeé8He separates the noise  Figure 11: XiHe maintains high accuracy and low prompt length
from the propagation chain via evidence-driven reasoniXgte when devices or alerts scale.
e ectively handlesothersthat often involve causal propagation
from external networks, by abstracting anomalies of an external
domain and reasoning over the causal structure.

9.2 Interpretability
Baselines only generating textual summaries or statistics, BiAn,
OTA, andSkyNet) show poor interpretability, requiring substantial
e ort to verify their result. Since they do not expose structured
causal representations, we focus on evaluating the interpretabil- Figure 12: XiHe behaves well
ity of XiHe and CA+ with the metrics de ned in Y6.2. For a fair  jth 3 swarms.
comparison, we adapt the KC metric f@A+ using a best-match
relaxation: an alert-to-alert edge is considered compliant if the OKB
supports a causal rule betweemy pair of potential anomaly types
inferred from the source and target alerts.

Figure 10 summarizes the results with more details in Appen-
dix D.3, showingXiHe outperforms CA+ across all metricXiHe
achieves 59.4% higher SC by abstracting alerts into anomaly nodes

for clearer propagation, whereas CA+ fails to consolidate some re- Experience 5. The performance degradation caused by deyice
lated alerts. With concurrent reasoning and topology-aware NAM, scalability is signi cantly lower than that of alerts. Managinp
XiHe attains 9.2% higher TC via more causal relations constructed | the alert volume is the primary challenge rather than deviceq in
within the same time. FinallyXiHe achieves a 13.5% improvement | cjoud-scale root-causing.
by overcoming CA+'s limited context and knowledge integration.
Note that the metrics vary across incident types due to incidents' Figure 11(c) shows the average per-request prompt length when
characteristicsTra ¢ incidents often involve multiple independent the alerts scale up. Even at 62%lert scale, each Xilet processes
anomalies spanning diverse devices, lowering SC. In contdst,  fewer than 3,000 tokens on average. In contrast, CA+ and OTA re-
vicefailures' limited propagation results in lower TC, as unrelated  quire an order of magnitude more tokens. The OTA prompt reaches
anomalies can be easily isolated. 630k tokens and exceeds the 128k maximum context window of
Together, the results show that operational root-causing systems most modern LLMs {4 25 73, blocking it from a legit response.
must jointly optimize accuracy and interpretability. For instance, The shorter prompt ofXiHe ts in the agent memory, and achieves
though CA+'s accuracy ownleviceincidents is high, its low inter- higher scalability.
pretability increases the e ort for operator validation. Conversely, 9.4 Stability and Cost

in the others CA+'s clearer explanations do not prevent manual Fi 12 sh how th lel . " tabilit
re-investigation when the diagnosis itself is incorrect with high Igure L Shows how Ine parafiel swarms Improve system Staniity.
A single swarm su ers from LLM stochasticity, and fails in 14.0%

Figure 13: Token cost of tri-
swarmXiHe per incident.

volume scales by 125 Conversely, OTA and CA+ drop from 85%
and 83% to 53% and 77%, respectively. Even worse, both baselines
fail when alert volume scales by 625Figure 11(b) reports accuracy

as device count increase¥iHe maintains its accuracy over 90%
with incidents involving more than 125 devices, while OTA and
CA+ drop to 58% and 82%, respectively.

probability. of incidents. Operating three swarms achieves 94.6% accuracy, only
9.3 Scalability slightly lower than four swarms. As a result, we opt for three parallel
We evaluate scalability on 1,067 incidents selected based on alert swarms inXiHe.

volume and device count. We compaxéHe against OTA and CA+ The average total prompt token per swarm is around 90k, while

that support these alert sources and tallegs: cas the scaled factor.  the output is 4k XiHe utilizes prompt caching’, 10 54 to save
Figure 11(a) shows thatiHe maintains high accuracy as alert  money. Figure 13 shows the token cost for one run of tri-swarm
volume increases, dropping modestly from 93% to 89% when alert XiHe. The average cost for one run is $0.13, 28% cheaper than
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Figure 15: Comple-

Figure 14: Performance oXiHe with vary-  ™'d4"
tion time.

ing swarm duration.

BiAn. Even for large-scale incidents with many concurrent alerts,
XiHe almost always costs below $0.6. For small, well-understood
incidents, the swarm count can be reduced for further savings.

9.5 Conclusion Latency

We evaluate the conclusion latency &fiHe, i.e, the time from
incident ingestion to the nal result, excluding operator validation
time3. Figure 14 examines how diagnostic quality evolves under
di erent execution durations. The results show that the majority
of critical causal relations are identi ed within the rst 30 60 sec-
onds. By the time execution reaches 90 secoixilde has already

constructed a complete and accurate causal graph for most inci-

dents. Extending execution beyond this point yields diminishing
returns: only 0.9% of incidents bene t from additional time, typi-
cally those involving a large number of non-aggregatable devices
that incur substantial inter-agent communication overhead. These
results indicate thaiXiHe can reliably meet our 90-second goal
without sacri cing diagnostic quality.

We further evaluate the e ectiveness of the early-stopping mech-
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Figure 16: Accuracy with di erent components.

The gains are complementary rather than redundant: NAM ad-
dresses scale, the OKB addresses grounding, and NCR addresses
veri able structure (Appendix D.4).

We further examine how the components a ect interpretability
in Appendix D.4, which shows NCR's signi cant improvement on
SC, with the abstraction of anomalies.

10 LESSONS AND DISCUSSIONS

This section shares our insights from the deploymentXiHe in

the production network that extend beyond our initial design.

RAG proved ill-suited for physical networks.  In the early stage,

we deployedXiHe with retrieval augmented generation (RAGL],

16) for alert causal inference, expecting success similar to its appli-
cation in microservicesd.g, AMER-RCL78). However, it failed in
long-term production. We observed that unlike the stable dependen-
cies in microservices, dynamic sub-topologies in physical network
shape diverse causality relations between alerts. The semantic sim-
ilarity of alerts failed to capture the topological constraints, as
semantic proximity does not imply physical reachability: two alerts
can be textually near-identical yet topologically unrelated, so RAG
retrieves plausible but wrong precedents, causing retrieval failures
in over 60% of incidents. Our operators also complained about main-

anism. Figure 15 shows that 48.8% of incidents conclude before t5ining 8,256 alert relation pairs. Similarly, deploying direct ticket
reaching the 90-second limit. Early stopping reduces the average retrieval (e.g, RCACopilot [9]) yielded low recall and failed to gen-
system completion time, including NCR post-processing from 95.2 grgjize to failure modes absent from historical data. Driven by these
seconds to 73.4 seconds. Importantly, it does not degrade accuracygperational hurdles, we transitioned from latent embedding search

or interpretability, as early stopping is triggered only after the
causal structure converged.

9.6 Ablation Studies
We conduct ablation studies to quantify the contribution of each
component inXiHe. Starting from the OTA baseline, we progres-
sively build four con gurations and evaluate their impact on accu-
racy and interpretability:OTA feeds all alerts into a single context
for a one-shot hypothesistMR lets that agent query tools and
explore the topology across turns to form a naive causal graph
mapping the causal relations of raw alertsNAM replaces the
single agent with a distributed Xilet swarm sharing memory; and
+NCR adds the OKB-backed causal validator.

Figure 16 shows that adding multi-round interaction improves

accuracy by 2.3%, as it allows the system to explore network topol-

ogy before giving out a root cause. Introducing the multi-agent

framework with NAM reduces incorrect diagnoses by 36.2%, demon-

strating its e ectiveness in overcoming the context limitations of
single-agent systems. Finally, incorporating NCR further reduces
incorrect diagnoses by 21.1%. Bene ting from a uni ed structure

enhanced by expertise, NCR consolidates fragmented reasoning

results into a coherent and veri able propagation chain.

Swhile the conclusion latency oKiHe is a ected by the serving platform, our obser-
vation shows that the uctuations of LLM serving are negligible.

to the deterministic OKB. By introducing anomaly abstraction, we
reduced the maintenance burden to just 171 possible relation pairs
(2% of the original): curated relations grow quadratically with the
number of distinct entities, so collapsing the open-ended space of
alert signatures into a bounded vocabulary of 19 anomaly types
is what keeps the knowledge tractable, which was a key factor in
securing operator acceptance. This recipe, abstract rst and curate
second, applies to any dense operational domain whose dependency
graph shifts faster than its incident corpus grows.

Prompts can be counterproductive. While incorporating op-
erator feedback to improve prompts in production, we observed
that lengthening prompts often degraded performance, echoing
ndings in [ 69. Speci cally, redundant causal instructions tended
to induce hallucinations of nonexistent alerts: a static prompt that
front-loads every operational rule keeps rules for not-yet-arrived
alerts in the agent's context, and the LLM tends to assume those
alerts are present and fabricate them. To mitigate this, we enforced
strict pre-release testing (see Appendix B.2) and implemented a
just-in-time context management strategy injecting instructions
only when necessary (see Appendix B.1), tying each rule to the
arrival of a relevant alert so the agent is reminded of a constraint
only when evidence shows it applies. This strategy proved essential
for ensuring stability during large-scale incidents. For knowledge-
grounded agentsyhencontext is supplied matters as much ahat
Notably, these injected rules come from the same OKB the NCR
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uses to validate edges (Y6), so one curated source keeps what theLimitation 3: Root-causing is diagnosis, not repair.

agent is told it may infer aligned with what the system will accept.
Streaming facilitates early mitigation.  As safety regulations
prohibit active probing by LLM,XiHe became a passive alert-
ingesting engine. To eliminate the need for extra training, we inte-
gratedXiHe into the dashboard in line with the SoP. Unlike prior
works [49 81] that only deliver the nal hypotheses, our dash-
board stream&iHe's NCR causal graphs during execution. This
catalyzed a automatic RCA work ow shift to observe and act:
a partial causal graph already narrows the blast radius enough
to begin mitigation, so a nalized diagnosis is not a prerequisite

for action. Operators often chose to assess possible root causes

within 60 seconds and took preemptive actions. As one operator
noted, Streaming relieves the need for an instant conclu3ibis
decoupling pays o whenever diagnosis is slow enough that wait-
ing for the full result is itself costly, which is the common case at
cloud-scale physical network.

Visual veri cation bridges the skill gap.  Prior works typically
exhibited a single root cause candidate or a sequential 9s6§, 74.

In contrast, we visualize the full NCR causal graph to explicitly
map potential root anomalies to their distinct symptoms. This struc-
ture enables operators to verify which root cause best explains the
observed phenomena. Notably, this visualization standardized our
diagnosis work ow: by exposinghow a conclusion was reached
rather than the conclusion alone, the graph guides junior opera-
tors to adopt the reasoning patterns of senior experts. The payo
is therefore organizational, not just per-incident: an interpretable
output earns its keep even when an operator could have reached
the same verdict alone, because the same trace that justi es a di-
agnosis also teaches one. We expect this bene t to grow for any
expert-operated tool whose users di er widely in experience.
Limitation 1: Trace consistency is good but sacri ced. Mae-
stron [5Q highlights trace consistency as a critical hurdle for multi-
agent systems. IXiHe, prioritizing G1 ampli es the variance of
traces in each execution. Production traces con rm this divergence,
ranging from rapid convergence to failures triggered by tool errors
or timeouts. While we accept this as atrade-o for work ow exibil-

ity, we plan to improve trace consistency through LLM ne-tuning
methods like ThinkFL [79], which are orthogonal %iHe.

Limitation 2: E ective diagnosis calls for robustness against

input. Failure analysis reveals that 85.7% of misdiagnoses stem
from the absence of critical alerts, primarily in indirect link failures
(due to missing optical topology) and silent device failures (due to
high telemetry thresholds). Unlike human operators who pivot to
ne-grained statistics in these cases (which take them even longer
for root-causing) XiHe is restricted to raw alerts by regulation,
and when the root-cause alert is missing it does not fabricate one.
Instead, it localizes the fault boundamy.g, to a speci ¢ circuit group

or device, which still accelerates the subsequent manual inspection

Yanyu Ren, Xianshanetlah,

XiHe is
scoped to identifying and explaining the root cause, not execut-
ing mitigation. Our SoP requires a human operator to carry out
and con rm any corrective action€.g, tra ¢ rerouting or device
isolation), as regulation prohibits the LLM from actively probing
or altering the live network XiHe does narrow root causes to an
actionable granularitye.g, a speci ¢ software bug on a specic
switch rather than a coarse location, which directly informs the op-
erator's mitigation choice. Closing this loop with (semi-)automated
mitigation under these constraints is left to future work.

11 RELATED WORK

Network Telemetry. Telemetries re ect network health. Some
works improve the cost-e ectiveness, measuring accuracy, and
throughput of telemetry systemsl] 20 21, 29 34 36. Some works
route the incident to the correct team on top of telemetries 1.8 19,
47,48 57. Cola [4]] highlights the alerts on the dashboard with
LLM. XiHe bene ts from them with better inputs of aggregated
alerts in each incident.

Heuristic Root-Causing. Operators inspect excessive alerts for
root-causing. To assist them, heuristic approaches were adopted
for microservice and physical environment8,[6, 7, 26, 31, 32 40,
51,59 64, 72. They use statistical correlations to localize faults.
However, as detailed in Y2.2, these methods fail to provide the
veri able interpretability required for complex production incidents
of di erent failure modes.

LLM-Based Root-Causing. Recent research leverages LLMs for
root-causing, primarily focusing on prompting and work ow inte-
gration. Works range from in-context learning with history case [

9, 22, 37] and tool-augmentationsZ3 62, 82 83 to LLM-assisted
static pipelines 9, 30 49 58 65 71, 80 81]. However, a signi cant
portion of these studies targetsicro-servicarchitectures, where
diagnosis bene ts from explicit logical dependencies and software-
level logs. In contrastXiHe achieves massive scalability and

veri able interpretability on a complex physical network
Multi-Agent Systems (MAS). MAS in multiple domains overcome
the limitations of single-agent systemS838 46 53 56 76. MAS
distributes the task to agents of di erent roles or expertisg [L2 45

60. MAS frameworks B9 43 69 support the customization of MAS.
The networking community also bene ts from MAS. Confuciug{]
integrates experience for network management taskie divides

the tasks in a way tailored for production-scale network operations.

12 CONCLUSION

This paper presentXiHe, an adaptable, scalable, and interpretable
root-causing systemXiHe has been deployed in our cloud for 12
months and helped operators with 3,000+ incidents at di erent
scales, achieving 95.1% satisfaction rate and 25.8% root-causing
time reduction in deployment.

(Case 5in Y8.2). To address this, we are establishing a cIosed-IoopA\CKNOWLEDGMENTS

integration with our telemetry team to utilizeXiHe's failures as
feedback for re ning the underlying alert generation heuristics:
each misdiagnosis is reported as evidence of a monitoring blind
spot, prompting new alert rules so the next occurrence becomes
observable. Treating diagnostic failures as observability feedback,
rather than dead ends, is a discipline we expect any production
AlOps system to need.

We thank the anonymous reviewers and our shepherd for their
valuable feedback. LLM usage is limited to visual re nement of
gures, language polishing, and Xilet invocations. This work is
supported by the Beijing Outstanding Young Scientist Program (No.
JWZQ20240101008), and the National Natural Science Foundation
of China under No. 62502472 and No. 62325205 in part. Shuai Wang
and Ennan Zhai are the corresponding authors.



XiHe

REFERENCES

(1

2

13

[4

5

[6

[7

8

[9

[10]

[11]

[12]

[13]

[14]

Anup Agarwal, Zaoxing Liu, and Srinivasan Seshan. 2022. HeteroSketch: Coor-
dinating Network-wide Monitoring in Heterogeneous and Dynamic Networks.

In 19th USENIX Symposium on Networked Systems Design and Implementation
(NSDI 22)USENIX Association, Renton, WA, 719 741. https://www.usenix.org/
conference/nsdi22/presentation/agarwal

Tou que Ahmed, Supriyo Ghosh, Chetan Bansal, Thomas Zimmermann, Xuchao
Zhang, and Saravan Rajmohan. 2023. Recommending Root-Cause and Mitigation
Steps for Cloud Incidents using Large Language Model2083 IEEE/ACM
45th International Conference on Software Engineering (IZ8E)1749. https:
/ldoi.org/10.1109/ICSE48619.2023.00149

MAHIMKAR Ajay. 2008. Troubleshooting Chronic Conditions in Large IP Net-
works. ACM CoNEXT, December 2008, Madrid, $pa08).

Teresa M Amabile. 1982. Social psychology of creativity: A consensual assessment
technique.Journal of personality and social psycholdgy5 (1982), 997.

Anthropic. [n. d.]. Prompt caching platform.claude.com. https:/platform.
claude.com/docs/en/build-with-claude/prompt-caching. ([n. d.]). [Accessed
20-01-2026].

Behnaz Arzani, Selim Ciraci, Luiz Chamon, Yibo Zhu, Honggiang (Harry) Liu, Jitu
Padhye, Boon Thau Loo, and Geo Outhred. 2018. 007: Democratically Finding
the Cause of Packet Drops. Irbth USENIX Symposium on Networked Systems
Design and Implementation (NSDI.183ENIX Association, Renton, WA, 419 435.
https://www.usenix.org/conference/nsdil8/presentation/arzani

Paramvir Bahl, Ranveer Chandra, Albert Greenberg, Srikanth Kandula, David A
Maltz, and Ming Zhang. 2007. Towards highly reliable enterprise network ser-
vices via inference of multi-level dependencie&dCM SIGCOMM Computer
Communication Revie@7, 4 (2007), 13 24.

Weize Chen, Yusheng Su, Jingwei Zuo, Cheng Yang, Chenfei Yuan, Chi-
Min Chan, Heyang Yu, Yaxi Lu, Yi-Hsin Hung, Chen Qian, Yujia Qin,
Xin Cong, Ruobing Xie, Zhiyuan Liu, Maosong Sun, and Jie Zhou. 2024.
AgentVerse: Facilitating Multi-Agent Collaboration and Exploring Emer-
gent Behaviors. Ininternational Conference on Learning Representations
B. Kim, Y. Yue, S. Chaudhuri, K. Fragkiadaki, M. Khan, and Y. Sun (Eds.),
Vol. 2024. 20094 20136. https://proceedings.iclr.cc/paper_ les/paper/2024/ le/
578e65cdee35d00c708d4c64bce32971- Paper-Conference.pdf

Yinfang Chen, Huaibing Xie, Minghua Ma, Yu Kang, Xin Gao, Liu Shi, Yunjie Cao,

[18

Xuedong Gao, Hao Fan, Ming Wen, Jun Zeng, Supriyo Ghosh, Xuchao Zhang, [19]

Chaoyun Zhang, Qingwei Lin, Saravan Rajmohan, Dongmei Zhang, and Tianyin
Xu. 2024. Automatic Root Cause Analysis via Large Language Models for Cloud
Incidents. InProceedings of the Nineteenth European Conference on Computer
Systems (EuroSys '2Alsociation for Computing Machinery, New York, NY,
USA, 674 688. https://doi.org/10.1145/3627703.3629553

Alibaba Cloud. [n. d.]. Context Cache feature of Qwen models - Alibaba Cloud
Model Studio - Alibaba Cloud Documentation Center alibabacloud.com. https://
www.alibabacloud.com/help/en/model-studio/context-cache. ([n. d.]). [Accessed
20-01-2026].

Florin Cuconasu, Giovanni Trappolini, Federico Siciliano, Simone Filice, Cesare

Campagnano, Yoelle Maarek, Nicola Tonellotto, and Fabrizio Silvestri. 2024. The [22]

power of noise: Rede ning retrieval for rag systems. Rroceedings of the 47th
International ACM SIGIR Conference on Research and Development in Information
Retrieval 719 729.

Ayushman Das, Shu-Ching Chen, Mei-Ling Shyu, and Saad Sadig. 2023. Enabling
synergistic knowledge sharing and reasoning in large language models with col-
laborative multi-agents. 12023 IEEE 9th International Conference on Collaboration
and Internet Computing (CIQEEE, 92 98.

Pradeep Dasigi, Kyle Lo, 1z Beltagy, Arman Cohan, Noah A. Smith, and Matt

Gardner. 2021. A Dataset of Information-Seeking Questions and Answers An- [24]

chored in Research Papers.Pnoceedings of the 2021 Conference of the North
American Chapter of the Association for Computational Linguistics: Human Lan-
guage Technologidsssociation for Computational Linguistics, Online, 4599 4610.
https://doi.org/10.18653/v1/2021.naacl-main.365

DeepSeek-Al, Aixin Liu, Bei Feng, Bing Xue, Bingxuan Wang, Bochao Wu,

Chengda Lu, Chenggang Zhao, Chenggi Deng, Chenyu Zhang, Chong Ruan, [26]

Damai Dai, Daya Guo, Dejian Yang, Deli Chen, Dongjie Ji, Erhang Li, Fangyun
Lin, Fucong Dai, Fuli Luo, Guangbo Hao, Guanting Chen, Guowei Li, H. Zhang,
Han Bao, Hanwei Xu, Haocheng Wang, Haowei Zhang, Honghui Ding, Huajian

Xin, Huazuo Gao, Hui Li, Hui Qu, J. L. Cai, Jian Liang, Jianzhong Guo, Jiaqi

Ni, Jiashi Li, Jiawei Wang, Jin Chen, Jingchang Chen, Jingyang Yuan, Junjie [27]

Qiu, Junlong Li, Junxiao Song, Kai Dong, Kai Hu, Kaige Gao, Kang Guan, Kexin
Huang, Kuai Yu, Lean Wang, Lecong Zhang, Lei Xu, Leyi Xia, Liang Zhao, Litong
Wang, Liyue Zhang, Meng Li, Miaojun Wang, Mingchuan Zhang, Minghua Zhang,
Minghui Tang, Mingming Li, Ning Tian, Panpan Huang, Peiyi Wang, Peng Zhang,
Qiancheng Wang, Qihao Zhu, Qinyu Chen, Qiushi Du, R. J. Chen, R. L. Jin, Ruiqi
Ge, Ruisong Zhang, Ruizhe Pan, Runji Wang, Runxin Xu, Ruoyu Zhang, Ruyi

Chen, S. S. Li, Shanghao Lu, Shangyan Zhou, Shanhuang Chen, Shaoqing Wu,[28]

Shengfeng Ye, Shengfeng Ye, Shirong Ma, Shiyu Wang, Shuang Zhou, Shuiping
Yu, Shunfeng Zhou, Shuting Pan, T. Wang, Tao Yun, Tian Pei, Tianyu Sun, W. L.

(18]

[16]

[17]

[20]

[21]

[23]

[25]

SIGCOMM '26, August 17 21, 2026, Denver, CO, USA

Xiao, Wangding Zeng, Wanjia Zhao, Wei An, Wen Liu, Wenfeng Liang, Wenjun
Gao, Wengin Yu, Wentao Zhang, X. Q. Li, Xiangyue Jin, Xianzu Wang, Xiao Bi,
Xiaodong Liu, Xiaohan Wang, Xiaojin Shen, Xiaokang Chen, Xiaokang Zhang,
Xiaosha Chen, Xiaotao Nie, Xiaowen Sun, Xiaoxiang Wang, Xin Cheng, Xin Liu,
Xin Xie, Xingchao Liu, Xingkai Yu, Xinnan Song, Xinxia Shan, Xinyi Zhou, Xinyu
Yang, Xinyuan Li, Xuecheng Su, Xuheng Lin, Y. K. Li, Y. Q. Wang, Y. X. Wei, Y. X.
Zhu, Yang Zhang, Yanhong Xu, Yanhong Xu, Yanping Huang, Yao Li, Yao Zhao,
Yaofeng Sun, Yaohui Li, Yaohui Wang, Yi Yu, Yi Zheng, Yichao Zhang, Yifan Shi,
Yiliang Xiong, Ying He, Ying Tang, Yishi Piao, Yisong Wang, Yixuan Tan, Yiyang
Ma, Yiyuan Liu, Yonggiang Guo, Yu Wu, Yuan Ou, Yuchen Zhu, Yuduan Wang,
Yue Gong, Yuheng Zou, Yujia He, Yukun Zha, Yunfan Xiong, Yunxian Ma, Yuting
Yan, Yuxiang Luo, Yuxiang You, Yuxuan Liu, Yuyang Zhou, Z. F. Wu, Z. Z. Ren,
Zehui Ren, Zhangli Sha, Zhe Fu, Zhean Xu, Zhen Huang, Zhen Zhang, Zhenda
Xie, Zhengyan Zhang, Zhewen Hao, Zhibin Gou, Zhicheng Ma, Zhigang Yan,
Zhihong Shao, Zhipeng Xu, Zhiyu Wu, Zhongyu Zhang, Zhuoshu Li, Zihui Gu,
Zijia Zhu, Zijun Liu, Zilin Li, Ziwei Xie, Ziyang Song, Ziyi Gao, and Zizheng
Pan. 2025. DeepSeek-V3 Technical Report. (2025). arXiv:cs.CL/2412.19437
https://arxiv.org/abs/2412.19437

Soroush Ebadian, Anson Kahng, Dominik Peters, and Nisarg Shah. 2024. Op-
timized distortion and proportional fairness in votingACM Transactions on
Economics and Computatid®, 1 (2024), 1 39.

Wengi Fan, Yujuan Ding, Liangbo Ning, Shijie Wang, Hengyun Li, Dawei Yin,
Tat-Seng Chua, and Qing Li. 2024. A survey on rag meeting lims: Towards
retrieval-augmented large language models.Rroceedings of the 30th ACM
SIGKDD conference on knowledge discovery and data nfia81ig6501.

Mark Fedor, Martin Lee Scho stall, James R. Davin, and Dr. Je D. Case. 1990.
Simple Network Management Protocol (SNMP). RFC 1157. (May 1990). https:
//doi.org/10.17487/RFC1157

Jiaqi Gao, Nofel Yaseen, Robert MacDavid, Felipe Vieira Frujeri, Vincent Liu,
Ricardo Bianchini, Ramaswamy Aditya, Xiaohang Wang, Henry Lee, David Maltz,
Minlan Yu, and Behnaz Arzani. 2020. Scouts: Improving the Diagnosis Process
Through Domain-customized Incident Routing. Proceedings of the Annual
Conference of the ACM Special Interest Group on Data Communication on the Ap-
plications, Technologies, Architectures, and Protocols for Computer Communication
(SIGCOMM '20Association for Computing Machinery, New York, NY, USA,
253 269. https://doi.org/10.1145/3387514.3405867

Kaihui Gao, Chen Sun, Shuai Wang, Dan Li, Yu Zhou, Honggiang Harry Liu,
Lingjun Zhu, and Ming Zhang. 2022. Bu er-based end-to-end request event
monitoring in the cloud. IN19th USENIX Symposium on Networked Systems Design
and Implementation (NSDI 28p9 843.

Yilong Geng, Shiyu Liu, Zi Yin, Ashish Naik, Balaji Prabhakar, Mendel Rosenblum,
and Amin Vahdat. 2019 SIMONg: A simple and scalable method for sensing,
inference and measurement in data center networks16th USENIX Symposium

on Networked Systems Design and Implementation (NSB43%64.

Mojgan Ghasemi, Theophilus Benson, and Jennifer Rexford. 2017. Dapper: Data
plane performance diagnosis of tcp. Rroceedings of the Symposium on SDN
Researcl®l 74.

Drishti Goel, Fiza Husain, Aditya Singh, Supriyo Ghosh, Anjaly Parayil, Chetan
Bansal, Xuchao Zhang, and Saravan Rajmohan. 2024. X-lifecycle learning for
cloud incident management using lims. Bompanion Proceedings of the 32nd
ACM International Conference on the Foundations of Software Enginé&ring
428.

Drishti Goel, Raghav Magazine, Supriyo Ghosh, Akshay Nambi, Prathamesh
Deshpande, Xuchao Zhang, Chetan Bansal, and Saravan Rajmohan. 2025. eARCO:
E cient Automated Root Cause Analysis with Prompt OptimizationarXiv
preprint arXiv:2504.115(@025).

Gregory E Granato. 2014&tatistics for stochastic modeling of volume reduction,
hydrograph extension, and water-quality treatment by structural stormwater runo
best management practices (BMPsEhnical Report. US Geological Survey.

Aaron Gratta ori, Abhimanyu Dubey, Abhinav Jauhri, Abhinav Pandey, and et

al. 2024. The Llama 3 Herd of Models. (2024). arXiv:cs.Al/2407.21783 https:
Ilarxiv.org/abs/2407.21783

Wenwei Gu, Xinying Sun, Jinyang Liu, Yintong Huo, Zhuangbin Chen, Jianping
Zhang, Jiazhen Gu, Yonggiang Yang, and Michael R. Lyu. 2024. KPIRoot: E cient
Monitoring Metric-based Root Cause Localization in Large-scale Cloud Systems.
In 2024 |IEEE 35th International Symposium on Software Reliability Engineering
(ISSREY03 414. https://doi.org/10.1109/ISSRE62328.2024.00046

Chuanxiong Guo, Lihua Yuan, Dong Xiang, Yingnong Dang, Ray Huang, Dave
Maltz, Zhaoyi Liu, Vin Wang, Bin Pang, Hua Chen, Zhi-Wei Lin, and Varugis
Kurien. 2015. Pingmesh: A Large-Scale System for Data Center Network Latency
Measurement and Analysis. IRroceedings of the 2015 ACM Conference on Special
Interest Group on Data Communication (SIGCOMMAESpciation for Comput-

ing Machinery, New York, NY, USA, 139 152. https://doi.org/10.1145/2785956.
2787496

Daya Guo, Dejian Yang, Haowei Zhang, Junxiao Song, Peiyi Wang, Qihao Zhu,
Runxin Xu, Ruoyu Zhang, Shirong Ma, Xiao Bi, Xiaokang Zhang, Xingkai Yu,
Yu Wu, Z. F. Wu, Zhibin Gou, Zhihong Shao, Zhuoshu Li, Ziyi Gao, Aixin Liu,
Bing Xue, Bingxuan Wang, Bochao Wu, Bei Feng, Chengda Lu, Chenggang



SIGCOMM '26, August 17 21, 2026, Denver, CO, USA

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

Yanyu Ren, Xianshanetlah,

Zhao, Chengqi Deng, Chong Ruan, Damai Dai, Deli Chen, Dongjie Ji, Erhang Li, [40] Ramana Rao Kompella, Jennifer Yates, Albert Greenberg, and Alex C Snoeren.

Fangyun Lin, Fucong Dai, Fuli Luo, Guangbo Hao, Guanting Chen, Guowei Li,
H. Zhang, Hanwei Xu, Honghui Ding, Huazuo Gao, Hui Qu, Hui Li, Jianzhong

Guo, Jiashi Li, Jingchang Chen, Jingyang Yuan, Jinhao Tu, Junjie Qiu, Junlong [41]

Li, J. L. Cai, Jiaqi Ni, Jian Liang, Jin Chen, Kai Dong, Kai Hu, Kaichao You, Kaige
Gao, Kang Guan, Kexin Huang, Kuai Yu, Lean Wang, Lecong Zhang, Liang
Zhao, Litong Wang, Liyue Zhang, Lei Xu, Leyi Xia, Mingchuan Zhang, Minghua
Zhang, Minghui Tang, Mingxu Zhou, Meng Li, Miaojun Wang, Mingming Li,
Ning Tian, Panpan Huang, Peng Zhang, Qiancheng Wang, Qinyu Chen, Qiushi

Du, Ruigi Ge, Ruisong Zhang, Ruizhe Pan, Runji Wang, R. J. Chen, R. L. Jin,[42]

Ruyi Chen, Shanghao Lu, Shangyan Zhou, Shanhuang Chen, Shengfeng Ye,
Shiyu Wang, Shuiping Yu, Shunfeng Zhou, Shuting Pan, S. S. Li, Shuang Zhou,
Shaoqing Wu, Tao Yun, Tian Pei, Tianyu Sun, T. Wang, Wangding Zeng, Wen
Liu, Wenfeng Liang, Wenjun Gao, Wengin Yu, Wentao Zhang, W. L. Xiao, Wei
An, Xiaodong Liu, Xiaohan Wang, Xiaokang Chen, Xiaotao Nie, Xin Cheng, Xin
Liu, Xin Xie, Xingchao Liu, Xinyu Yang, Xinyuan Li, Xuecheng Su, Xuheng Lin,

X. Q. Li, Xiangyue Jin, Xiaojin Shen, Xiaosha Chen, Xiaowen Sun, Xiaoxiang
Wang, Xinnan Song, Xinyi Zhou, Xianzu Wang, Xinxia Shan, Y. K. Li, Y. Q.

[43]

Wang, Y. X. Wei, Yang Zhang, Yanhong Xu, Yao Li, Yao Zhao, Yaofeng Sun, [44]

Yaohui Wang, Yi Yu, Yichao Zhang, Yifan Shi, Yiliang Xiong, Ying He, Yishi Piao,
Yisong Wang, Yixuan Tan, Yiyang Ma, Yiyuan Liu, Yonggiang Guo, Yuan Ou,
Yuduan Wang, Yue Gong, Yuheng Zou, Yujia He, Yunfan Xiong, Yuxiang Luo,
Yuxiang You, Yuxuan Liu, Yuyang Zhou, Y. X. Zhu, Yanping Huang, Yaohui Li,
Yi Zheng, Yuchen Zhu, Yunxian Ma, Ying Tang, Yukun Zha, Yuting Yan, Z. Z.
Ren, Zehui Ren, Zhangli Sha, Zhe Fu, Zhean Xu, Zhenda Xie, Zhengyan Zhang,
Zhewen Hao, Zhicheng Ma, Zhigang Yan, Zhiyu Wu, Zihui Gu, Zijia Zhu, Zijun
Liu, Zilin Li, Ziwei Xie, Ziyang Song, Zizheng Pan, Zhen Huang, Zhipeng Xu,
Zhongyu Zhang, and Zhen Zhang. 2025. DeepSeek-R1 incentivizes reasoning
in LLMs through reinforcement learningNature645, 8081 (Sept 2025), 633 638.
https://doi.org/10.1038/s41586-025-09422-z

Arpit Gupta, Rob Harrison, Marco Canini, Nick Feamster, Jennifer Rexford, and
Walter Willinger. 2018. Sonata: Query-driven streaming network telemetry.
In Proceedings of the 2018 conference of the ACM special interest group on dafa7
communication357 371.

Yonggqi Han, Qingfeng Du, Ying Huang, Jiagi Wu, Fulong Tian, and Cheng He.
2024. The potential of one-shot failure root cause analysis: Collaboration of the
large language model and small classi er.Rmoceedings of the 39th IEEE/ACM
International Conference on Automated Software Engine@8h@43.

Vipul Harsh, Tong Meng, Kapil Agrawal, and Philip Brighten Godfrey. 2023. Flock:
Accurate Network Fault Localization at ScalBroc. ACM Netvwl, CONEXT1,
Article 3 (July 2023), 22 pages. https://doi.org/10.1145/3595289

Herodotos Herodotou, Bolin Ding, Shobana Balakrishnan, Geo Outhred, and
Percy Fitter. 2014. Scalable near real-time failure localization of data center
networks. InProceedings of the 20th ACM SIGKDD international conference on[49
Knowledge discovery and data minit§89 1698.

Sirui Hong, Mingchen Zhuge, Jonathan Chen, Xiawu Zheng, Yuheng Cheng,
Jinlin Wang, Ceyao Zhang, Zili Wang, Steven Ka Shing Yau, Zijuan Lin, Liyang
Zhou, Chenyu Ran, Lingfeng Xiao, Chenglin Wu, and Jurgen Schmidhuber.
2024. MetaGPT: Meta Programming for A Multi-Agent Collaborative Frame-
work. In The Twelfth International Conference on Learning Representétiqss
/lopenreview.net/forum?id=VtmBAGCN70

Qun Huang, Patrick PC Lee, and Yungang Bao. 2018. Sketchlearn: Relieving
user burdens in approximate measurement with automated statistical inference. [51
In Proceedings of the 2018 Conference of the ACM Special Interest Group on Data
Communication576 590.

Qun Huang, Siyuan Sheng, Xiang Chen, Yungang Bao, Rui Zhang, Yanwei Xu, and
Gong Zhang. 2021. TowafdNearly-Zero-Errog sketching via compressive sens- [52
ing. In 18th USENIX Symposium on Networked Systems Design and Implementation
(NSDI 21)1027 1044.

Qun Huang, Haifeng Sun, Patrick PC Lee, Wei Bai, Feng Zhu, and Yungang Bao.
2020. Omnimon: Re-architecting network telemetry with resource e ciency and

full accuracy. InProceedings of the Annual conference of the ACM Special Interest
Group on Data Communication on the applications, technologies, architectures, and
protocols for computer communicatié4 421. [54
Yuxuan Jiang, Chaoyun Zhang, Shilin He, Zhihao Yang, Minghua Ma, Si Qin, Yu

[45

[46

[48

[50

53

]

]

1

]

]

]

]

Kang, Yingnong Dang, Saravan Rajmohan, Qingwei Lin, and Dongmei Zhang. [55]

2024. Xpert: Empowering Incident Management with Query Recommendations

via Large Language Models. Rroceedings of the IEEE/ACM 46th International Con-
ference on Software Engineering (ICSEA24pciation for Computing Machinery,

New York, NY, USA, Article 92, 13 pages. https://doi.org/10.1145/3597503.3639081
Srikanth Kandula, Ratul Mahajan, Patrick Verkaik, Sharad Agarwal, Jitendra
Padhye, and Paramvir Bahl. 2009. Detailed diagnosis in enterprise networks.

In Proceedings of the ACM SIGCOMM 2009 Conference on Data Communication
(SIGCOMM '09Association for Computing Machinery, New York, NY, USA,
243 254. https://doi.org/10.1145/1592568.1592597

Zixuan Ke, Austin Xu, Yifei Ming, Xuan-Phi Nguyen, Caiming Xiong, and Sha q
Joty. 2025. MAS-ZERO: Designing Multi-Agent Systems with Zero Supervision.
(2025). arXiv:cs.CL/2505.14996 https://arxiv.org/abs/2505.14996

[56]

2009. Fault localization via risk modeling=EE Transactions on Dependable and
Secure Computing 4 (2009), 396 409.

Jinxi Kuang, Jinyang Liu, Junjie Huang, Renyi Zhong, Jiazhen Gu, Lan Yu, Rui Tan,
Zengyin Yang, and Michael R. Lyu. 2024. Knowledge-aware Alert Aggregation
in Large-scale Cloud Systems: a Hybrid ApproachPioceedings of the 46th
International Conference on Software Engineering: Software Engineering in Practice
(ICSE-SEIP '24)ssociation for Computing Machinery, New York, NY, USA,
369 380. https://doi.org/10.1145/3639477.3639745

Woosuk Kwon, Zhuohan Li, Siyuan Zhuang, Ying Sheng, Lianmin Zheng,
Cody Hao Yu, Joseph Gonzalez, Hao Zhang, and lon Stoica. 2023. E cient
Memory Management for Large Language Model Serving with PagedAtten-
tion. In Proceedings of the 29th Symposium on Operating Systems Principles
(SOSP "23pssociation for Computing Machinery, New York, NY, USA, 611 626.
https://doi.org/10.1145/3600006.3613165

LangChain-Al. [n. d.]. GitHub - langchain-ai/langgraph: Build resilient language
agents as graphs. github.com. https://github.com/langchain-ai/langgraph. ([n.
d.]). [Accessed 20-01-2026].

Dacheng Li, Rulin Shao, Anze Xie, Ying Sheng, Lianmin Zheng, Joseph Gonzalez,
lon Stoica, Xuezhe Ma, and Hao Zhang. 2023. How Long Can Context Length
of Open-Source LLMs truly Promise?. NeurlPS 2023 Workshop on Instruction
Tuning and Instruction Followingttps://openreview.net/forum?id=LywifFNXV5
Guohao Li, Hasan Abed Al Kader Hammoud, Hani Itani, Dmitrii Khizbullin, and
Bernard Ghanem. 2023. Camel: Communicative agents for" mind" exploration of
large scale language model society. (2023).

Tian Liang, Zhiwei He, Wenxiang Jiao, Xing Wang, Yan Wang, Rui Wang,
Yujiu Yang, Shuming Shi, and Zhaopeng Tu. 2024. Encouraging Divergent
Thinking in Large Language Models through Multi-Agent Debate Rroceed-

ings of the 2024 Conference on Empirical Methods in Natural Language Pro-
cessingYaser Al-Onaizan, Mohit Bansal, and Yun-Nung Chen (Eds.). Associ-
ation for Computational Linguistics, Miami, Florida, USA, 17889 17904. https:
//doi.org/10.18653/v1/2024.emnlp-main.992

Kefei Liu, Zhuo Jiang, Jiao Zhang, Shixian Guo, Xuan Zhang, Yangyang Bai,
Yongbin Dong, Feng Luo, Zhang Zhang, Lei Wang, Xiang Shi, Haohan Xu, Yang
Bai, Dongyang Song, Haoran Wei, Bo Li, Yongchen Pan, Tian Pan, and Tao
Huang. 2024. R-Pingmesh: A Service-Aware RoCE Network Monitoring and
Diagnostic System. IRroceedings of the ACM SIGCOMM 2024 Conference (ACM
SIGCOMM "24)Association for Computing Machinery, New York, NY, USA,
554 567. https://doi.org/10.1145/3651890.3672264

Kefei Liu, Zhuo Jiang, Jiao Zhang, Haoran Wei, Xiaolong Zhong, Lizhuang Tan,
Tian Pan, and Tao Huang. 2023. Hostping: Diagnosing intra-host network bot-
tlenecks inf RDMAg servers. Ir20th USENIX Symposium on Networked Systems
Design and Implementation (NSDI.2%) 29.

Yu Luo, Jiamin Jiang, Jingfei Feng, Lei Tao, Qingliang Zhang, Xidao Wen, Yonggian
Sun, Shenglin Zhang, and Dan Pei. 2025. From Observability Data to Diagnosis:
An Evolving Multi-agent System for Incident Management in Cloud Systems.
(2025). arXiv:cs.Al/2510.24145 https://arxiv.org/abs/2510.24145

Tie Ma, Yixi Chen, Vaastav Anand, Alessandro Cornacchia, Amandio R. Faustino,
Guanheng Liu, Shan Zhang, Hongbin Luo, Suhaib A. Fahmy, Zafar A. Qazi,
and Marco Canini. 2026. MAESTRO: Multi-Agent Evaluation Suite for Testing,
Reliability, and Observability. (2026). arXiv:cs.N1/2601.00481 https://arxiv.org/
abs/2601.00481

Ajay Anil Mahimkar, Zihui Ge, Aman Shaikh, Jia Wang, Jennifer Yates, Yin
Zhang, and Qi Zhao. 2009. Towards automated performance diagnosis in a large
IPTV network. ACM SIGCOMM Computer Communication Re@i@w (2009),

231 242.

Ajay Anil Mahimkar, Han Hee Song, Zihui Ge, Aman Shaikh, Jia Wang, Jennifer
Yates, Yin Zhang, and Joanne Emmons. 2010. Detecting the performance impact
of upgrades in large operational networks. Rroceedings of the ACM SIGCOMM
2010 Conferencg03 314.

Ranjita Naik, Varun Chandrasekaran, Mert Yuksekgonul, Hamid Palangi, and
Besmira Nushi. 2023. Diversity of thought improves reasoning abilities of LLMs.
arXiv preprint arXiv:2310.0708823).

OpenAl. [n. d.]. Pricing | OpenAl API. https://platform.openai.com/docs/pricing.
([n. d.]). [Accessed 20-01-2026].

Richard Yuanzhe Pang, Alicia Parrish, Nitish Joshi, Nikita Nangia, Jason Phang,
Angelica Chen, Vishakh Padmakumar, Johnny Ma, Jana Thompson, He He, and
Samuel R. Bowman. 2022. QUALITY: Question Answering with Long Input
Texts, Yes!. IProceedings of the 2022 Conference of the North American Chapter
of the Association for Computational Linguistics: Human Language Technologies
Marine Carpuat, Marie-Catherine de Marne e, and Ivan Vladimir Meza Ruiz
(Eds.). Association for Computational Linguistics, Seattle, United States, 5336
5358. https://doi.org/10.18653/v1/2022.naacl-main.391

Joon Sung Park, Joseph O'Brien, Carrie Jun Cai, Meredith Ringel Morris, Percy
Liang, and Michael S Bernstein. 2023. Generative agents: Interactive simulacra
of human behavior. IrProceedings of the 36th annual acm symposium on user
interface software and technoloy22.



XiHe

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72] He Yan, Lee Breslau, Zihui Ge, Dan Massey, Dan Pei, and Jennifer Yates. 2010.

[73]

David Soria Parra and Justin Spahr-Summers. [n. d.]. GitHub - modelcon-
textprotocol/modelcontextprotocol: Speci cation and documentation for the
Model Context Protocol github.com. https://github.com/modelcontextprotocol/
modelcontextprotocol. ([n. d.]). [Accessed 20-01-2026].

Changhua Pei, Zexin Wang, Fengrui Liu, Zeyan Li, Yang Liu, Xiao He, Rong
Kang, Tieying Zhang, Jianjun Chen, Jianhui Li, Gaogang Xie, and Dan Pei. 2025.
Flow-of-Action: SOP Enhanced LLM-Based Multi-Agent System for Root Cause

Analysis. InCompanion Proceedings of the ACM on Web Conference 2025 (WWW74]

'25) Association for Computing Machinery, New York, NY, USA, 422 431. https:
/ldoi.org/10.1145/3701716.3715225

Yanghua Peng, Ji Yang, Chuan Wu, Chuanxiong Guo, Chengchen Hu, and Zong-
peng Li. 2017f deTectog: a topology-aware monitoring system for data center
networks. In2017 USENIX Annual Technical Conference (USENIX AB6 &8)

Chen Qian, Wei Liu, Hongzhang Liu, Nuo Chen, Yufan Dang, Jiahao Li, Cheng
Yang, Weize Chen, Yusheng Su, Xin Cong, Juyuan Xu, Dahai Li, Zhiyuan Liu, and
Maosong Sun. 2024. ChatDev: Communicative Agents for Software Development.

In Proceedings of the 62nd Annual Meeting of the Association for Computational

Linguistics (Volume 1: Long Papets)n-Wei Ku, Andre Martins, and Vivek
Srikumar (Eds.). Association for Computational Linguistics, Bangkok, Thailand,
15174 15186. https://doi.org/10.18653/v1/2024.acl-long.810

Ruoyu Qin, Zheming Li, Weiran He, Jialei Cui, Feng Ren, Mingxing Zhang,
Yongwei Wu, Weimin Zheng, and Xinran Xu. 2025. Mooncake: Trading More
Storage for Less Computation A KVCache-centric Architecture for Serving

LLM Chatbot. In23rd USENIX Conference on File and Storage Technologies (FAS[I77]

25) USENIX Association, Santa Clara, CA, 155 170. https://www.usenix.org/
conference/fast25/presentation/qin

Devjeet Roy, Xuchao Zhang, Rashi Bhave, Chetan Bansal, Pedro Las-Casas, Ro[78]
drigo Fonseca, and Saravan Rajmohan. 2024. Exploring lim-based agents for

root cause analysis. I€@ompanion proceedings of the 32nd ACM international
conference on the foundations of software engine208¢19.

C. Spearman. 1961The Proof and Measurement of Association Between Two [79]

Things.Appleton-Century-Crofts, East Norwalk, CT, US. https://doi.org/10.1037/
11491-005 Pages: 58.

Cheng Tan, Ze Jin, Chuanxiong Guo, Tianrong Zhang, Haitao Wu, Karl Deng,
Dongming Bi, and Dong Xiang. 2019NetBounceg: Active device and link fail-

ure localization in data center networks. lt6th USENIX Symposium on Networked
Systems Design and Implementation (NSD599)614.

Chenxu Wang, Xumiao Zhang, Runwei Lu, Xianshang Lin, Xuan Zeng, Xinlei
Zhang, Zhe An, Gongwei Wu, Jiagi Gao, Chen Tian, Guihai Chen, Guyue Liu,
Yuhong Liao, Tao Lin, Dennis Cai, and Ennan Zhai. 2025. Towards LLM-Based
Failure Localization in Production-Scale Networks Rroceedings of the ACM SIG-
COMM 2025 Conference (SIGCOMM Aspociation for Computing Machinery,
New York, NY, USA, 496 511. https://doi.org/10.1145/3718958.3750505
Qineng Wang, Zihao Wang, Ying Su, Hanghang Tong, and Yangqgiu Song. 2024.
Rethinking the bounds of llm reasoning: Are multi-agent discussions the key?
arXiv preprint arXiv:2402.18272024).

Zhaodong Wang, Samuel Lin, Guanging Yan, Soudeh Ghorbani, Minlan Yu, Jiawei
Zhou, Nathan Hu, Lopa Baruah, Sam Peters, Srikanth Kamath, Jerry Yang, and
Ying Zhang. 2025. Intent-Driven Network Management with Multi-Agent LLMs:
The Confucius Framework. IRroceedings of the ACM SIGCOMM 2025 Conference
(SIGCOMM '25Association for Computing Machinery, New York, NY, USA,
347 362. https://doi.org/10.1145/3718958.3750537

Zefan Wang, Zichuan Liu, Yingying Zhang, Aoxiao Zhong, Jihong Wang, Fengbin

Yin, Lunting Fan, Lingfei Wu, and Qingsong Wen. 2024. Rcagent: Cloud root cause [84]

analysis by autonomous agents with tool-augmented large language models.

In Proceedings of the 33rd ACM International Conference on Information and

Knowledge Manageme#B66 4974.

Qingyun Wu, Gagan Bansal, Jieyu Zhang, Yiran Wu, Beibin Li, Erkang Zhu, Li
Jiang, Xiaoyun Zhang, Shaokun Zhang, Jiale Liu, Ahmed Hassan Awadallah,
Ryen W White, Doug Burger, and Chi Wang. 2024. Autogen: Enabling next-gen
LLM applications via multi-agent conversations. First Conference on Language
Modeling

Zhigiang Xie, Yujia Zheng, Lizi Ottens, Kun Zhang, Christos Kozyrakis, and
Jonathan Mace. 2024. Cloud atlas: E cient fault localization for cloud systems
using language models and causal insigétxiv preprint arXiv:2407.086@024).
Junjielong Xu, Qinan Zhang, Zhiging Zhong, Shilin He, Chaoyun Zhang, Qingwei
Lin, Dan Pei, Pinjia He, Dongmei Zhang, and Qi Zhang. 2025. OpenRCA: Can
large language models locate the root cause of software failure§hérThirteenth
International Conference on Learning Representations

G-RCA: a generic root cause analysis platform for service quality management
in large IP networks. InProceedings of the 6th International COnference (Co-
NEXT '10)Association for Computing Machinery, New York, NY, USA, Article 5,

12 pages. https://doi.org/10.1145/1921168.1921175

An Yang, Anfeng Li, Baosong Yang, Beichen Zhang, Binyuan Hui, Bo Zheng,
Bowen Yu, Chang Gao, Chengen Huang, Chenxu Lv, Chujie Zheng, Dayiheng
Liu, Fan Zhou, Fei Huang, Feng Hu, Hao Ge, Haoran Wei, Huan Lin, Jialong
Tang, Jian Yang, Jianhong Tu, Jianwei Zhang, Jianxin Yang, Jiaxi Yang, Jing Zhou,

SIGCOMM '26, August 17 21, 2026, Denver, CO, USA

Jingren Zhou, Junyang Lin, Kai Dang, Keqin Bao, Kexin Yang, Le Yu, Lianghao
Deng, Mei Li, Mingfeng Xue, Mingze Li, Pei Zhang, Peng Wang, Qin Zhu, Rui
Men, Ruize Gao, Shixuan Liu, Shuang Luo, Tianhao Li, Tianyi Tang, Wenbiao Yin,
Xingzhang Ren, Xinyu Wang, Xinyu Zhang, Xuancheng Ren, Yang Fan, Yang Su,
Yichang Zhang, Yinger Zhang, Yu Wan, Yugiong Liu, Zekun Wang, Zeyu Cui,
Zhenru Zhang, Zhipeng Zhou, and Zihan Qiu. 2025. Qwen3 Technical Report.
(2025). arXiv:cs.CL/2505.09388 https://arxiv.org/abs/2505.09388

Bo Yang, Huanwu Hu, Yifan Li, Yunguang Li, Xiangyu Tang, Bingchuan Tian,
Gongwei Wu, Jianfeng Xu, Xumiao Zhang, Feng Chen, Cheng Wang, Ennan Zhai,
Yuhong Liao, Dennis Cai, and Tao Lin. 2025. SkyNet: Analyzing Alert Flooding
from Severe Network Failures in Large Cloud InfrastructuresPhoceedings of the
ACM SIGCOMM 2025 Conference (SIGCOMM&g)ciation for Computing Ma-
chinery, New York, NY, USA, 512 526. https://doi.org/10.1145/3718958.3750536
Joshua C Yang, Damian Dalisan, Marcin Korecki, Carina | Hausladen, and Dirk
Helbing. 2024. LIm voting: Human choices and ai collective decision-making.
In Proceedings of the AAAI/ACM Conference on Al, Ethics, and Sdalie®/
1696 1708.

Shunyu Yao, Dian Yu, Jerey Zhao, Izhak Shafran, Tom Griths, Yuan
Cao, and Karthik Narasimhan. 2023. Tree of Thoughts: Deliberate
Problem Solving with Large Language Models. Kdvances in Neu-

ral Information Processing Systeméol. 36. Curran Associates, Inc.,
11809 11822. https://proceedings.neurips.cc/paper_ les/paper/2023/ le/
271db9922b8d1f4dd7aaef84ed5ac703-Paper-Conference.pdf

Shunyu Yao, Je rey Zhao, Dian Yu, Nan Du, Izhak Shafran, Karthik R Narasimhan,
and Yuan Cao. 2022. React: Synergizing reasoning and acting in language models.
In The eleventh international conference on learning representations

Lingzhe Zhang, Tong Jia, Yunpeng Zhai, Leyi Pan, Chiming Duan, Minghua He,
Mengxi Jia, and Ying Li. 2026. Agentic Memory Enhanced Recursive Reasoning
for Root Cause Localization in Microservices. (2026). arXiv:cs.SE/2601.02732
https://arxiv.org/abs/2601.02732

Lingzhe Zhang, Yunpeng Zhai, Tong Jia, Chiming Duan, Siyu Yu, Jinyang Gao,
Bolin Ding, Zhonghai Wu, and Ying Li. 2025. ThinkFL: Self-Re ning Failure
Localization for Microservice Systems via Reinforcement Fine-TuniggKiv
preprint arXiv:2504.187{3)25).

Lingzhe Zhang, Yunpeng Zhai, Tong Jia, Xiaosong Huang, Chiming Duan, and
Ying Li. 2025. Agentfm: Role-aware failure management for distributed databases
with lim-driven multi-agents. InProceedings of the 33rd ACM International Con-
ference on the Foundations of Software Engine826d>29.

Wei Zhang, Hongcheng Guo, Jian Yang, Zhouijin Tian, Yi Zhang, Yan Chaoran,
Zhoujun Li, Tongliang Li, Xu Shi, Liangfan Zheng, and Bo Zhang. 2024. mABC:
Multi-Agent Blockchain-inspired Collaboration for Root Cause Analysis in Micro-
Services Architecture. IRindings of the Association for Computational Linguistics:
EMNLP 2024ssociation for Computational Linguistics, Miami, Florida, USA,
4017 4033. https://doi.org/10.18653/v1/2024. ndings-emnip.232

Xuchao Zhang, Supriyo Ghosh, Chetan Bansal, Rujia Wang, Minghua Ma, Yu
Kang, and Saravan Rajmohan. 2024. Automated root causing of cloud incidents
using in-context learning with GPT-4. ICompanion Proceedings of the 32nd ACM
International Conference on the Foundations of Software Engin266ry7.

Xiao Zhang, Qi Wang, Mingyi Li, Yuan Yuan, Mengbai Xiao, Fuzhen Zhuang,
and Dongxiao Yu. 2025. TAMO:Fine-Grained Root Cause Analysis via Tool-
Assisted LLM Agent With Multi-Modality Observation Data in Cloud-Native
Systems IEEE Transactions on Services Compa8n@6 (Nov. 2025), 4221 4233.
https://doi.org/10.1109/TSC.2025.3629066

Lianmin Zheng, Liangsheng Yin, Zhigiang Xie, Chuyue Sun, Je Huang,
Cody Hao Yu, Shiyi Cao, Christos Kozyrakis, lon Stoica, Joseph E. Gonzalez,
Clark Barrett, and Ying Sheng. 2024. SGLang: E cient Execution of Struc-
tured Language Model Programs. Advances in Neural Information Process-
ing SystemsA. Globerson, L. Mackey, D. Belgrave, A. Fan, U. Paquet, J. Tom-
czak, and C. Zhang (Eds.), Vol. 37. Curran Associates, Inc., 62557 62583. https:
/ldoi.org/10.52202/079017-2000

Xuanhe Zhou, Guoliang Li, Zhaoyan Sun, Zhiyuan Liu, Weize Chen, Jianming
Wau, Jiesi Liu, Ruohang Feng, and Guoyang Zeng. 2024. D-Bot: Database Diagnosis
System using Large Language ModeRroc. VLDB Endow?, 10 (June 2024),
2514 2527. https://doi.org/10.14778/3675034.3675043

Yuhan Zhu, Jian Wang, Bing Li, Xuxian Tang, Hao Li, Neng Zhang, and Yuqi
Zhao. 2024. Root Cause Localization for Microservice Systems in Cloud-edge
Collaborative Environments. (2024). arXiv:cs.SE/2406.13604 https://arxiv.org/
abs/2406.13604



SIGCOMM 26, August 17 21, 2026, Denver, CO, USA Yanyu Ren, Xianshanetlah,

APPENDIX With the multi-threading, we ensure that the execution of the NAM
Appendices are supporting material that has not been peer-reviewed. does not block Xilets' core diagnostic work ow.
The NAM relies on three asynchronous primitives to manage

A IMPLEMENTATION DETAILS state across the distributed Xilet swarm as stated in Y5. Each Xilet
We implementedXiHe in 16,000 lines of Python code, supporting Maintains a multi-threaded runtime comprising a single main thread
four sets of production monitoring infrastructure. for local diagnosis and dynamic assistance threads for handling peer

In this section, we introduce the details of our deploy&iHe, requests. We use letters to represent Xilets and A/l to represent
concerning the tool selection, NAM runtime and ACPs, NCR pro- thread 1 of Xilet A in the following context. Each agent maintains
cessing. We hope that our experiences with these components can a thread mapping table (TMT) to track the metadata of each thread,
spur further research. such as which Xilet and thread the current assistance thread is

assisting. We detail the thread-level mechanics below.

A.1 MCP Tools of Xilets 1. Request (REQ).The REQ primitive initiates cross-device depen-
To facilitate local reasoning and environmental perception, each dency veri cation. When a source thread (e.g., AgentThread 1)
Xilet is equipped with a standard suite of tools. These functions requires external information, it issues a non-blocking REQ to a
allow the agent to inspect its internal state, query historical data, target neighbor .
and e ciently respond to peer requests. Thread ForkindJpon receipt, Agent checks its active con-
1. Topology Discovery ( check_topology). Retrieves the imme- texts. If the request introduces a new query,forks a new
diate physical and logical neighborhood of the assigned device. It assistance thread ¢2) from its main thread.
returns classi ed lists of upstream, downstream, and same-level State MappingAgent records the routing path (¢2!  «1)
entities. in its local TMT. This ensures that the computational overhead

2. Temporal Retrieval ( search_time_window. Queries the local
alert history within a speci ed time range. This allows the agent
to validate temporal correlations or identify precursor events that
occurred outside the current sliding window. This MCP returns a
list of alerts, including the information of the anomalies that these
alerts are linked to.

3. Anomaly Inspection ( search_local_anomalies ). Scans the

of generating a response is isolated frorts main thread.
DeduplicationTo prevent redundant processing, the system
discards REQ messages carrying payloads identical to those
currently being processed by active threads.

2. Con rmation (CONF). The CONF primitive routes structured
evidence back to the speci c requesting thread.

Routing and ValidationVhen assistance threade 2 concludes

device's internal state for active anomalies. Crucially, this tool can
access silent alerts, events that are recorded but suppressed by
standard monitoring thresholds, providing granular visibility into
gray failures.

4. Self-Re ection ( summarize_meGenerates a high-level sum-
mary of the agent's current diagnostic state and its role in the
broader incident. This is utilized to maintain context consistency
across long reasoning chains or when forking new threads. This
result returned by this MCP tool emphasizes the root anomaly of
all anomalies whose fault domain intersects with the scope of the
current Xilet. recipient accepts only the message with the latest timestamp,
5. Optimized Response (reply_with_search ). A composite tool discarding stale states.

designed speci cally for assistance threads (see Appendix A.2). It 3. Broadcast (BCST).The BCST primitive rapidly synchronizes
executes a local search, fetches either raw logs or anomalies and high-entropy information, such as con rmed root causes, across
immediately encapsulates the result into a CONF protocol message the local topology without expecting a reply.

to the requester. This atomic operation reduces reasoning steps and Universal Injectiondnlike REQ/CONF which are point-to-
the overhead for memory retrieval actions through the NAM. point, a BCST payload is injected into the message queues
6. Hang (hang. This tool will make the agent enter the dormant of all active threads at the recipient agent.

state as stated in Y7. Context ImmunizatiorCrucially, the recipient also updates its
static prompt template with the broadcasted summary. This
ensures that any subsequently spawned threads are immedi-
ately conditioned on this stabilized state without needing to
re-query peers.

its analysis, it queries the TMT to identify the origin ¢1).
Before transmission, the system validates that the payload con-
tains concrete artifacts (e.g., a speci c log entity or a de nitive
boolean verdict).

Reconciliationdpon receiving the CONF, Threade1 inte-
grates the evidence into its local context. It updates its work-
ing hypotheses either reinforcing a causal edge or pruning a
search branch.

Concurrency ContrdF multiple CONF messages regarding the
same request arrive (e.g., due to network race conditions), the

A.2 NAM Runtime
To support the asynchronous collaboration described in Y5, each
Xilet implements a multi-threaded runtime.

The singlemain threadfor each Xilet executes the primary Loop PreventiofRepeated broadcasts with identical identi ers

reasoning loop for the assigned scope, managing the sliding are suppressed at the ingress to prevent message ampli cation
window and local hypothesis generation. loops.

Theassistance threadse dynamically spawned from the main
thread to handle incoming REQ messages from neighboring
agents. Each Xilet can have multiple assistance threads running
in parallel, which are managed by ACP as detailed below.

A.3 NCR Interfaces and Post-Process
There are three APIs for the NCR.
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CreateAnomaly(Type, Domain):Instantiates a new anomaly
node. The system enforces uniqueness, preventing duplicate
nodes for the same fault domain.

LinkAlert(AlertiD, AnomalyID):  Attributes an alert to an
anomaly as a symptom. The NCR checks the validity of the
action, and records violations.

AddCausality(SourcelD, TargetID): Establishes a directed
causal edge between two anomalies. This action triggers a
validation check against the knowledge base topology to reject
logically impossible links.
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(1) Anomalies vs. Alerts: Treat alerts as symptoms. Group relate
alerts into a single Anomaly based on shared fault domains or tem
poral patterns. Upstream anomalies in the causal chain represent
the root causes.

(2) Causal Logic: Establish links between anomalies, not individual
alerts. While anomaly types follow a theoretical hierarchy (e.g.,
A B C), real-world instances may skip generations.

(3) Directness Rule: Maintain the most direct path possible. If g
chain exists (1 2 3), do not create a redundant link between 1
and 3.

Your core objectives are, (1) Consolidation: Upon receiving alertd,

All the three APIs have a switch to shut down the automatic OKB
rules check. With the switch o, NCR performs the action as Xilets
propose yet it still records the violation.

Upon the conclusion of the swarm, the NCR undergoes a three-
step post-processing phase to re ne the graph structure before
critique and validation.

determine if they belong to an existing anomaly or represent a
new one. Aggregate similar alerts within a joint fault domain to
prevent redundancy.

(2) Analysis: Determine if an anomaly on this device is triggering
others, either locally or on neighboring devices. Coordinate with
adjacent agents to share ndings and assess cross-device impac

1. Orphan Node Pruning. During the iterative reasoning pro-
cess, Xilets often reassign alerts from an initial hypothesis to
a more probable anomaly node. This logical re nement may

(3) Validation: Before linking two anomalies, verify that no indirect
path already connects them. Use shared data from other devices
to build a comprehensive causal map without duplicating e orts.

Requirement: In each turn, state your intent clearly and use the

leave the original node void of symptoms. To clean the graph, o
ools.

we scan and remove any anomaly node that meets two criteria:
(1) it has no attached alert symptoms, and (2) it is isolated,
possessing no incoming or outgoing causal edges.

. Transitive Reduction. To strictly enforce the principle of
direct causality, we eliminate redundant transitive edges. If the
graph containsacausalpati ! ,any existing directedge

I isidenti ed as redundant and removed. This ensures the
nal graph accurately re ects the step-by-step propagation of
the fault.

. Optical Fiber Enhancement. In some cases, the Xilet for
optical ber issues does not report anomalies due to missing
information (e.g, unanticipated ber cable damage). To bridge
this gap, we apply a speci c linking rule. If NCR identi es more
than 3 root anomalies characterized by Circuit Interruption
or Circuit Flapping , NCR will attach them as downstream ef-
fects to an NCR-created Optical Fiber Failure anomaly within
the fault domain ofunknown fiber. This ensurexiHe's ro-
bustness when an optical ber alert is missing.

Experience 6. The insertion of operating principles not only pal
tially alleviates the workload of NCR post-process, but impro
the SC metrics as well.

es

The system prompt for the assistance thread is:

System prompt for assistance threads

You are {device}, a network agent dedicated to assisting peer dg¢
vices with alert analysis.

Your work ow is,

(1) Planning: Make plans immediately upon receiving a peer re
quest.

(2) Iterative Retrieval: Continuously assess if the gathered infor:
mation satis es the request. If data is incomplete, persist until the
task is fully resolved.

(3) Comprehensive Reporting: Summarize and transmit ndings
back to the sender. Crucial: Ensure feedback is descriptive; never
return standalone IDs without their corresponding context or

B ADDITIONAL DEPLOYMENT EXPERIENCES

. . . . _ descriptions.
In this section, we detail the additional deployment experiences, Requirement: In each turn, state your intent clearly and use the
concerning our nal prompt structures, and how we conduct the tools.

pre-release testing in our deployment process.

In each round, we use the just-in-time context management
strategy for the following information.
Knowledge Injectioihe system injects OKB rules (mappings
and topology) only when relevant alerts arrive, and evicts them
once the sliding window passes.
State-Based Feedbabke NCR monitors the causal graph and
injects dynamic reminders into the Xilet's streamto ag orphan
alerts or disconnected anomaly nodes.
Work ow GuidanceThe system monitors tool usage and prompts
the Xilet to execute speci c protocol actions, such as self-
suspension or sending CONF messages.
This strategy works with the prompt caching in ¥9.4 to reduce
XiHe's token cost in production.

B.1 Prompt and Context Management
In this section, we detail our experiences about prompts.
The system prompt for the main thread is:

System prompt for main threads

You are {device}, an intelligent agent tasked with diagnosing net
work faults. Your primary goal is to consolidate raw alerts into
anomalies and map their causal relationships to identify root
causes.

Your operating principles are,
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We structure the prompt content as follows. Notably, we only
remind the anomalies with no upstream causes for two times after
the latest anomaly creation, so tha¢iHe will not force causal
relation on two non-related anomalies.

Prompt template in each round

{error messages from tools}

For main threads
Please use the tools. If no further actions required, please use the
hangtool. if no tool usage last round

At {time}, you receive {new alerts}. These alerts are still ongoing}
{ongoing alerts}.

These alerts are still not linking to an anomaly. {orphan alerts}
These anomalies are still not causally related. If necessary,
you should check the topology and communicate via NAM.
{anomalies with no upstream causes}.

T

For assistance threads:
Please use the tools. If no further actions required, please retur
the message via NAME no tool usage last round

Experience 7. Messages that highlight orphan alerts and andm-

alies without upstream causes improve the TC metric by main-
taining all related events in agent memory. However, an excesgive
number of these notes can compel the Xilets to infer causdlity
prematurely, a tendency that must be carefully managed.

While normally XiHe does not generate a text for its NCR causal
graph, we have the following prompt for the evaluation. The same
template works for CA+ to summarize the alert causal graph. This
prompt template focuses the LLM only on selective root nodes
based on the causal graph.

Prompt for evaluation

You are encountering an incident with the following causal
relations.

The anomaly of {anomaly type} in {fault domain} causes {numbe
of downstream anomalies}. The severity of this anomaly is {highes
heuristic severity of the attached alerts}.

Summarize the root cause with anomaly type and fault domain of
the incident. If one is not enough indeed, you may give at most
two possible root causes. You do not need to show your thinking
process.

\.

B.2 Pre-Release Testing
Although a secured LLM serving platform exists within our pro-

Yanyu Ren, Xianshanetlah,

Using the pre-release testing, we are able to look into the cases
that the prompt or OKB optimization does not anticipate. For ex-
ample, in our pre-release testing, we used to prompt the agent with
Your current anomalies without any causes have the causal schema
like this. And these are the anomalies from your neighboring device,
which has the following alerts. You may inspect their alerts, and
build causal relations between the anomalies. Unexpectedly, the
model misinterpreted the prompt, and created new anomalies for
the alerts at other devices at a high rate (almost every time in one
run). Despite the fact that these actions are unharmful (as NCR
would reject them), it introduces extra token cost for generating the
proposal to NCR. We quickly xed the prompt from inspecting the
alertsto anomaliesLearning from this experience, we also adopt
a safety mechanism in NCR, where proposals of new anomalies
can only be made by the Xilet of the anomaly's fault domain or its
initial alert's signature.

The local setup remains fully compatible with production re-
quirements, as the core capabilities utilized KiHe, speci cally
prompt caching and tool-call parsing, are standard features sup-
ported by mainstream serving engines like vLLM, SGLa&4 pnd
Mooncake [61].

C INTERACTION WITH OPERATORS

C.1 Overall lterative Process

We exhibit the overall process of how we involve operators in our

design process in Figure 17, which involves both questionnaire
and consultative feedback from operators. The improvement of
XiHe as shown in Figure 7(b) is achieved with OKB and prompting

improvement.

C.2 Correlations of Quality Metrics

We use the Spearman correlatioBd between the sum of the
quality metrics and the satisfaction level (measured as the number
of positive questionnaire responses) to evaluate the relationship
between quality metrics and interpretability. The Spearman correla-
tion of these two metrics is 0.78. As implied by a USGS repa4, [
this demonstrates a semi-strong correlation between the two met-
rics. Considering the weight of accuracy to a ect the operators'
judgment, we believe that this shows a highly strong correlation
between the quality metrics and the level of interpretability to
operators.

C.3 Questionnaire
In our daily deployment, we ask the operators to Il out an optional
questionnaire to help us improv&iHe. For the convenience of

duction boundary, direct access was restricted during the design OUr operator, we keep the questionnaire as short as possible. Most
phase. Consequently, we locally deployed the open-source Qwen Of the questions accept quick yes-or-no answers. We also provide

model via vLLM f2 in a pre-release test environment and test the
new prompt and OKB on previous incidents retained.

them with options for supplementary text feedback.
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Figure 17: The iterative design process with operators.

Correctness:

@ Is one of the root anomaly nodes given in the dashboard
pointing to the root cause you care about?

@ Are other root anomaly nodes indicators of noises or other
possible concurrent failures?

€@ If your answer to question 1 is no, is the root cause reported
as an alert, no matter triggered by telemetry or event?

Clarity

O s the propagation chain from the root cause to the SLA
degradation alert obvious?

@ What portion of the other root anomaly nodes given in the
dashboard are the propagated symptoms of the root cause
anomaly?

Completeness:

@ Are the key alerts of the incident included in the causal
graph?

@ s the causal graph sufficient to conclude that the root node
is the true root cause or not?

Soundness:

@ Are there hallucinated anomalies or alerts?

© Are there unreasonable causal relations or symptoms of
anomalies?
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Figure 18: The portion of incident types of 624 incidents.
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Figure 19: The portion of incident types and scales of 1067 inci-
dents after SoP filtering. Incidents with larger amount of alerts and
devices involved often come with higher priority and larger impact
at service level. More than 130 incidents are reported with 100+
alerts (after filtering) or 100+ devices.

We receive questionnaire feedback from roughly 15% of incidents.
We consider an operator satisfied with X1HE’s output for an incident
if the operator answers positively (for example, yes for @), no for
@, less than 5 for @) to no less than seven of the nine questions
above.

C.4 A/BTests

We evaluate the time interval from the starting of the incident to the
moment the operators take mitigation actions as the root-causing
time. Our operation team consists of 20+ operators with different
levels of expertise. In each group of on-call operators, we select
two operators with the same level of expertise. One of them is
instructed to use the older version of the operator dashboard, while
the other is told to use the new version* respectively to ensure
fairness. Generally speaking, XI1HE achieves a warm welcome from
operators. As shown in Figure 8, X1HE reduces the root-causing
time by 12.2% for known issues and 27.6% for unknown incidents.

D EXTENSIVE EVALUATION DETAILS
D.1 Incident Details
In §9.1, the filtered 624 incidents exclude the incidents that require
alerts from certain data sources, such as optical fiber information
and full change log information. We exhibit the portion of each type
of incident in Figure 18. In §9.3, the 1067 incidents are a superset of
the 624 incidents, while also including 4 large-scale incidents taken
place at other time. We exhibit the portion of each type of incident,
and the scale of incidents in Figure 19. As shown in Figure 11, a
non-negligible portion of incidents are of large scale and of high
risk, where baselines do not perform well.

At the time of incident retention, the filtering mechanism for the
"known issues” as introduced in §8.1 has not been adopted. As a

“The older dashboard has integrated other tools such as SkYNET and BIAN, while only
the newer dashboard is equipped with X1HE.
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result, these incidents do not distinguish the known and unknown
ones.

D.2 LLM Serving Platform
In Table 2, we exhibit the price for the Qwen3-MAX model on our
serving platform. For the input price, we have the original price
with no prompt caching in the first place. Baselines like BIAN could
not benefit much from the prompt caching, since its agents only
perform one round of interaction. It also suffers from the higher
level of per-token prices due to the long contexts for large-scale
incidents. On the other hand, X1HE’s requests always fall into the
lowest price level, benefiting from the decomposed shorter contexts.
As we acknowledge in §9.5, the fluctuation of LLM serving is
negligible due to the relatively short prompt of X1HE. However,
we do observe that the request priority can affect its latency, de-
pending on other co-running tasks on the platform. To ensure a fair
evaluation, we set the request priority of X1HE and other baselines
in the evaluation at the same level as in X1HE’s production envi-
ronment. However, we implement a strict request-per-second (RPS)
limit, so that we do not interfere with other tasks co-running on
the platform.

D.3 Full Intrepretability Results

We exhibit the interpretability metrics of X1HE in Figure 20. We
show the improvement of X1HE against CA+ on each metric in
Figure 20(c). The absolute values of SCy and SC3 are smaller than
SCy, since the concentration of LCD is more obvious when the k
is larger. Notably, X1HE achieves high SC improvements on other
incidents, showing superior performance on the incidents out of
design scope.

D.4 Ablation Study on Interpretability

We progressively add MR, NAM and NCR to OTA to show each
component’s effect on interpretability. Notably, OTA does not dis-
play causal graphs, and we cannot measure it with interpretability
metrics. We exhibit the interpretability metrics in Figure 21. NAM
improves the TC of alerts by 6.1% against OTA+MR, since a group of
Xilets make causal proposals in parallel and add more causal links
into the causal graph. NCR greatly improves the concentration of
the propagation chain as the SCs rises from the OTA+MR+NAM
setting by 43.0% to 47.1%, with the abstraction of anomalies.

The accuracy ablation in §9.1 shows the three components ad-
dressing different failure sources. The multi-agent design with NAM
contributes the largest single gain (36.2% error reduction) by re-
moving the context-window bottleneck: a monolithic agent must
truncate alerts during an alert storm, whereas the swarm partitions
them while NAM preserves the cross-scope dependencies. The OKB
(alert-to-anomaly mapping) is the grounding layer present in every
X1HE configuration, restricting the agents’ search space to plausi-
ble network faults so the multi-round causal graph is trustworthy
enough to build on. NCR contributes the final 21.1% as a structural
validator that rejects topologically impossible or hallucinated edges
and exposes the result as a verifiable graph.

E ADDITIONAL RELATED WORK
COMPARISONS

In Table 1, we evaluate each system’s adaptability to new failure
modes with different symptom presentation or physical topology
structure at the same level of low maintenance effort. The same
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Figure 20: X1HE outperforms CA+ with better interpretability in
all incident types.
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Figure 21: Ablation performance on interpretability.

works for the scalability. The intrepretability is output-oriented.
We rate N/A for XpERT that gives no direct root cause result but a
query command to search for relative incidents.

We further compare X1HE against the baselines in Table 3. The
stability for any human-in-the-loop system is rated as N/A, as they
incorporate an unfair benefit with more human effort. We take the
pre-training (if applicable) and routine maintenance cost into con-
sideration when evaluating the affordability. Notably, root-causing
in physical networks normally presents higher maintenance costs
than in microservice environments due to the complex and hetero-
geneous nature of the underlying infrastructure.

Despite the absence of human intervention and the difficulty of
physical network root-causing, our proposed method, X1HE, outper-
forms existing baselines by achieving a superior balance across all
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Table 2: Price Table for qwen3-max

Input tokens per request Input price (per IM tokens) Output price (per 1M tokens)

0 Token<32K $1.2 (unhit: $1.5, hit: $0.12) $6
32K Token<128K $2.4 (unhit: $3.0, hit: $0.24) $12
128K Token<252K $3 (unhit: $3.75, hit: $0.30) $15

Table 3: Extended comparison of related works.
Stable Affordable Timely

Method Env.

Heuristics and Traditional ML

SkYNET [74] Phy. 3 3 3
MIcroCERCL [86] Micro. 7 3 3
Tool-Augmented Agent

RCACorILOT [9]  Micro. 3 3
XPERT [37] Micro. N/A 3 3
OPENRCA [71] Micro. N/A 3 7
TAMO [83] Micro. 7 3 3
Multi-Agent Workflow

MABC [81] Micro. 7 7
Croup ATras [70] Micro. N/A 3 3
BIAN [65] Phy. 3 3
OPSAGENT [49] Micro. N/A 7 7
X1HE (ours) Phy. 3 3

Neighboring relation
NAM

L L4
&S
L L7 4

&&
S
Ho888 {55888

Figure 22: XiProxy instantiates the Xilets and dispatch alerts to
them. CL means the signature-bound Xilet for change logs.

evaluation metrics. Notably, it excels in scalability and interpretabil-
ity, proving its robustness in handling the intricate dynamics of
physical network infrastructures where other methods often fall
short. While X1HE shows superior performance to heuristics such
as HoTDEVICE, SKYNET and 007, we acknowledge that X1HE does
not aim to replace them. These heuristic approaches remain valu-
able and highly efficient tools to aggregate the alerts to incidents
and identify the boundaries of the Xilet swarms.

F RUNNING EXAMPLE OF XIHE

F.1 XiHE Processing

We provide a step-by-step example to show how X1HE handles the
incident given in Figure 1. Note that the incident is simplified and
only for demonstration purposes. We only consider a single parallel
swarm in this section.

At the first step, XiProxy looks into the alerts, and aggregates
the devices to form device-bound Xilets according to the mem-
ory limit of agents, as illustrated in Figure 22. A signature-bound
Xilet for change logs is also created. Each Xilet then receives the
corresponding alerts within its domain from the XiProxy.

Then, the swarm of Xilets raises their hypotheses and verifies
them like in Figure 23. The knowledge (i.e., alert-to-anomaly candi-
date mapping and anomaly causal schema) is automatically injected
to each Xilet’s memory, and is not shown in the figure. When Xilets

find the information in their memory insufficient, they turn to
NAM for other Xilets” insight. Specifically, the signature-bound
Xilet uses predefined rules to filter out the change logs that are less
relevant (for example, taking place in other parts of the network),
and preserve its insight in its local memory. We do not show the
device-bound Xilet for B2 in the figure, which have similar work-
flow as B1. Upon receiving the REQ from other Xilets, the Xilet
for B1 and aggregated devices C starts their corresponding assis-
tance thread as we described in Appendix A.2. In the real execution,
there is no synchronized interaction round that we show in
the figure.

Next, as shown in Figure 24, NCR post-processes the causal graph
in NCR by removing the redundant edges, recovers the aggregated
alerts and criticizes it with the quality metrics. Finally, XIHE sends
a finalized formatted JSON file to the dashboard. The operators can
then validate the root cause. Based on the impact on the network,
they quickly exclude the possible root cause of the port shake on
A1, and consider the software update failure on B1 as the root cause.
In the evaluation setup, we further summarize the post-processed
causal graph of NCR with LLM as discussed in Appendix B.1.

F.2 Frontend Exhibition

The dashboard for operators is shown in Figure 25a. It is integrated
into our original dashboard. The incident description area details
the panorama alerts and the results of other tools (e.g., BIAN). The
detail of the triggering alert also exhibits in the incident description
area for the known incidents as described in §8.1. The causal graph
area exhibits the top four layers of the original NCR causal graph.
For further investigation and verification, the operators can click
the figure and enter the causal graph’s pop-up window.

Figure 25b shows an example of rendered NCR causal graph.
The red blocks indicate the root anomaly nodes, while the yellow
blocks are the derivative anomalies. The purple blocks are the raw
alerts, attached to the anomalies. For trainless transition, we also
annotate each directed link with the labels, such as manifested as
(from anomaly to alert) or propagated to (from anomaly to anomaly).

The dashboard also renders another graph, which is a topology-
only NCR, as shown in Figure 25c. Unlike original NCR, topology-
only NCR combines all anomalies of the same fault domain into one
anomaly node, and counts the number of anomalies in each fault
domain. The fault domain with more than five anomalies will be
marked with a little flame (can be seen in Figure 25a). The topology-
only graph is helpful to the operators when the root-causing result
is not accurate (e.g., another port or NIC of the identified device).
They can instead inspect the network entities around the hotspot
fault domain and accelerate their speed to the true root cause.

F.3 Failure Mechanism of Case 5
In the unobserved traffic surge of Case 5 (§8.2), the absent traffic
root alert forced each Xilet to fall back to the next-most-likely OKB
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